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1. OBIIAS XAPAKTEPUCTUKA PABOYEN ITPOTPAMMBI
YYEBHOWM JUCHUILIMHBI OI1.05 OCHOBBI MH®OPMAILIMOHHOM
BE30IACHOCTH

1.1. OOGnactb npuMeHeHHs paboyel MPOrpaMMel

Pabouass mporpamMMa IUCHUIUIMHBI SIBJISIETCSI 4YacThi0 00pa3oBaTeIbHOU
nporpammbl B cooTBeTcTBUU ¢ DPI'OC CIIO mo cnenmansHoct 09.02.11
Pa3paboTka u ynpapieHne NporpaMMHBIM 00ECIIEUEHUEM.

1.2. Mecto nuctumunsl B ctpyktype TITTCC3:
III1. ITpodeccuonanbHas MOATOTOBKA

OIl. O6menpodeccuoHaTbHBIA UK

OI1.05. OcHoBBI HHGOPMAIIMOHHON 0€30TTaCHOCTH

1.3. lenm u 3amaun TUCIMIUIUHBI — TPEOOBAHUS K Pe3yJibTaTaM OCBOCHUS
JUCITUTLTUHBI.
B pe3ysibTaTe 0CBOCHHUS TUCIUTLIMHBI O0YYArOIIHIACS TOJDKCH YMETh:

— paclo3HaBaTh 3ajJady W/WiIM MpoOieMy B MNpodheCCHOHAIBHOM W/WIH
COIMAIbHOM KOHTEKCTE; aHAJIM3UPOBATh 3a7ady /WA MPOOJIeMy U BBIJICIATH €€
COCTaBHBIC YACTH; OMPEEIATh ITAMbl PEIICHUS 3aJa49d; BBIABIATh U 3(HPEKTUBHO
UCKaTh HH(POPMAIIUIO, HEOOXOUMYIO ISl PEIICHUS 3a/1a4u U/WIH POOIIEMBI;

— COCTAaBJIATH TUIAH JEHCTBUS; ONPEACIIATh HEOOXOAUMBIC PECYPCHI;

— BIAJCTh aKTyaJIbHBIMH METOJaMHU PaOOThI B MPO(heCCHOHATBHOM H CMEKHBIX
chepax;

— peanu30BBIBATH COCTABJICHHBIN IIJIaH; OIICHUBATH PE3YJIBTAT U MOCICACTBUS
CBOMX JCHCTBHIA (CAMOCTOSITEILHO WITH C IIOMOIIBI0 HACTAaBHUKA);

— OMNpeAeNsiTh 3a7add I MOMCKa WHGOPMAIUH; OINPEAesTh HEOOXOIMMbIE
WCTOYHUKU WH(OpMAIMK; TUIAHUPOBATH TMPOIECC TOHMCKA;, CTPYKTYpPHPOBATH
noyiyqaemMyr0 umH(OpMaIuioo; BBICIATh HauMOOJee 3HAUYMMOE B TIEPEUHE
uH(OpMAIMKU; OIEHWBATh MPAKTUYECKYI0 3HAYUMOCTh PE3YJIhTATOB TIOWCKA;
oQOpMIIITh ~ pe3yNbTaThl TOWCKA, MPUMEHSITh CpPEACTBA HHQPOPMAIMOHHBIX
TEXHOJIOTHA AN pemieHus: Npo(ecCHOHANbHBIX — 3a/ad;  HCIOJIb30BaTh
COBpEMEHHOE MpOorpaMMHOe 00ecredeHne; HUCIOIb30BaTh pa3inyHble MU(POBBIC
CpeIcTBa IS pemieHns MpodeCCHOHAITBHBIX 3a71a4;

— TIOHUMATh TEKCTHI Ha 0a30BbIC TPOPECCUOHATILHBIE TEMBI;

— ¢ poBaTh TaHHBIE U 00ECIIEYNBATh UX KOH(PUIECHITNATHLHOCTD;

— anHanm3 TpeboBaHuil 6e30macHOCTH MHPOPMAITMOHHBIX CUCTEM,

— pa3pabaThiBaTh U PEATM30BHIBATH MEPHI OE30TIACHOCTH;



— peaJM30BBIBaTH  XJIIUPOBAHWE  TApPOJICH, CECCHOHHBIE TOKEHBI W
IBYX(aKTOPHYIO ayTeHTU(DHUKALIHIO.

B pe3ynbTaTe 0cBOCHUS TUCHUILIMHBI 00Y4YaIOIUNACs TOJKEH 3HATD.

— aKTyaJbHBIM NPOPECCHOHATIbHBIA U COLHUANBHBI KOHTEKCT, B KOTOPOM
MPUXOAUTCS pabOTaTh U )KUTh; OCHOBHBIE UICTOUYHUKH HH(POPMAIIUUA U PECYPCHI IS
peuieHus 3aa4 v npooiieM B popheCcCUHOHAITBHOM W/UITK COLIMAIbBHOM KOHTEKCTE;

— QJITOPUTMBI BBINOJIHEHUST PabOT B NPO(PECCHOHANBHON M  CMEXKHBIX
00J1acTsAX; METOBI PabOTHI B MPOPECCUOHAIEHON M CMEKHBIX c(hepax; CTPYKTypy
iaHa IS pelieHHs 3a7ad; TOPSAI0K OIEHKH pe3ylIbTaTOB pEIICHUS 3aaad
npoecCHOHATLHOM JAESITEIIPHOCTH,

— HOMEHKJATypa WH(POPMAIMOHHBIX  HWCTOYHUKOB, TMPUMEHSIEMBIX B
npo(ecCUOHANILHON JeATEeIbHOCTH; MPUEMBl CTPYKTYPUPOBAaHMS HH(OOpMAIUY;
dbopmart odopmiieHHs pe3yabTaTOB MoUcKka HHPOPMAILIMKM, COBPEMEHHBIE CPEJICTBA
U ycTpoiicTBa WHGOPMATH3AIMU; TOPSIIOK WX TPUMEHEHHS € MPOTPAMMHOE
obecrmieuenre B MpoGeCCUOHATBHON AESTENHHOCTH B TOM YHCJIE C UCITOJIH30BAHUEM
(G POBBIX CPENICTB;

— JICKCUYECKUA MHUHUMYM, OTHOCSIIIIUIACS K OTMMMCAHHUIO TIPEIMETOB, CPEICTB H
MPOLIECCOB MPOPECCUOHANBHON e TENBHOCTH;

— TPUHIUIBI 0€30MaCHOCTH XPAaHEHUS TAHHBIX;

— METOJIbI 3aIUThI 0a3 TaHHBIX OT BHEITHUX YTPO3;

— TPUHIUIBI KpUNITOTpaQuu ¥ METOJ0B MU(PPOBAHUS TAHHBIX;

— CTaHJapThl M TPOTOKOJIbI Oe3omacHocTd, Takux kak SSL/TLS, SSH,
Kerberos u ap;

— METOABl AayTeHTHU(PUKAIUA W aBTOPHU3AIIMU TIOJIb30BATENICH, BKIIFOYAS
UCITI0JIb30BaHUE NapoJiei, cepTu(PrKaToB 1 OMOMETPUUECKUX JTAHHBIX;

— 3aKOHOJATEILCTBO M CTaHAApThl Oe3omacHocTH, Takue kak GDPR, HIPAA,
PCI DSS u np;

— OTpacieBas HOpMaTHUBHAS TEXHUYECKask JOKYMCHTAIIHS,

— UCTOYHHUKM  HMHpOpMalUHU, HEOOXOMMMOM 1 mpodecCUOHATBHON
e TeTbHOCTH;

— COBpPEMEHHBIN OTEYECTBEHHBIN U 3apyOEKHBIM OMBIT B MPOQPECCHOHATHHON
NEeSATeTLHOCTH;

— TPUHIUIOBL M METOAbl oObOecredueHus 0e30macHOCTH MHGOPMAIIMOHHBIX
CUCTEM,

— TPUHIUIOB 0€30MacHOCTH UHPOPMAIIMOHHBIX CUCTEM,

— COBpPEMEHHBIX METOJIOB UM TEXHOJOTHMH B o00mactTm OE€30MacHOCTH
UH(OPMAIMOHHBIX CUCTEM,



— 3aKOHOJATEeNbHBIX M HOPMATUBHBIX aKTOB B 00JacTH 0e30macHOCTU
UH(OPMAIMOHHBIX CUCTEM,;

— HUCTOYHHUKH YIpo3 HMHPOPMALUOHHON O€30MaCHOCTH M Mephl MO UX
PENOTBPALIECHUIO;

— OCHOBHBIE YTPO3bl 0€30MACHOCTH MOOMIIBHBIX MPUIIOKEHUH;

— TPUHIMUIBI Kpuntorpadguu v mudpoBaHus JaHHBIX.;

— CTaHAApTHl W TPOTOKOJBl Oe3omacHocTH, Takue kak HTTPS, OAuth wu
OpenlD Connect;

— 3aKOHOJATEIbHBIE M PErYJIATOpPHbIE TPEOOBAHMS K 3allUTE JAaHHBIX,
Bkirouasgs GDPR u HIPAA;

— OCHOBHBIE MTPUHIIMIIBI 0€30MaCHOCTH UHPOPMAIIMU U METO/IOB €€ 3aIlHTHI,

— CTaHJapTHBIE KpUNTOrpaduyeCcCKue alrOpUTMbI AJIs IU(PPOBAHUS TaHHBIX;

— MPUHIUIBI o0ecniedeHus: 6e30MacHOCTH Mepeaadn JaHHBIX M0 CEeTH;

— OCHOBBI 0€301aCHOCTH MPUIIOKEHHUN U UHPPACTPYKTYPHI,

— METOJbI aHaJIM3a Ha YS3BUMOCTH U MOHUTOPUHTA O€30MacHOCTH;

— 3HaHWE OCHOBHBIX NMPHUHIIMIIOB U METOA0B obecrnieueHus O6e3omacHoctu UT-
UHPPACTPYKTYPHI U BEO-TIPUIIOKECHH,

— TOHMMaHHE pAa3JIMYHBIX YSI3BHUMOCTEH W yrpo3 O€30MacHOCTH, a TaKkKe
CIoco00B UX MPEAOTBPAILICHUS U O0OHAPYKEHUS,

— 3HaHHWE MHCTPYMEHTOB M TEXHOJIOTHH i obecrnieueHus: 6ezomacHocTy NUT-
UHPPACTPYKTYphl HW BEO-NPWIOKEHUM, TaKUX Kak OpaHaMayd’pbl, CHCTEMBbI
oOHapyXeHHs BTOP)KEHUN U aHTUBUPYCHBIE TPOTPAMMBI.

[1IK u OK, KxoTOpBIE aKTyaIM3UPYIOTCS PU U3YYEHUU AUCLUIUINHBL:

OK.01 Bsibupate cmocoOsl pemieHuss 3ajad  NpoQPecCHOHATbHON
NEATEeIIbHOCTH MPUMEHUTEIBHO K PA3IMYHbIM KOHTEKCTaM.

OK.02 Hcnonp30oBaThb COBpPEMEHHBIE CpEACTBA IIOMCKA, aHalu3a |
UHTEpHpeTaluu HHPOpMaLK, U HHHOPMALIMOHHBIE TEXHOJOTUU JIJIs1 BHIOJTHEHUS
3a1a4 Mpo(eCCUOHATBHON eI TEILHOCTH.

OK.09  TIlomb3oBarbcst ~ mpodecCHOHAIBHOW  JTOKyMEHTaluued  Ha
rocyJapCTBEHHOM M HHOCTPAHHOM SI3bIKaX.

[1K 1.1 IlpoexktupoBaTh 6a3bl JTAHHBIX.

I1IK 1.4 AnMuHUCTpUPOBATH 0a3bl JAHHBIX.

[IK 1.5 3ammmare uHdopmanmuio B 0a3ze AaHHBIX C HCIOJIb30BAHUEM
TE€XHOJIOTUHU 3aIUThl THPOPMALIIH.

[IK 3.1 Pa3pabarbiBaTh TEXHUYECKOE 3aJlaHUE€ Ha BEO-NPUJIOKEHUE B
COOTBETCTBUH C TPEOOBAHUSIMU 3aKa3uMKa.

[1IK 3.2 Pa3pabatbiBaTh BEO-TIPUIIOKEHUS B COOTBETCTBUU C TEXHUYECKUM
3a/IaHUEM.



[IK 3.3 PazpabarbiBaTh NOJICHUCTEMBI 0€30MAaCHOCTH HH(OPMALUMOHHON
CUCTEMBI B COOTBETCTBUH C TEXHUUECKUM 33JIlaHUEM.,

IIK 3.5 UnrterpupoBaTh MH(YOPMALMOHHYIO CHUCTEMY C CYLIECTBYIOLIUMHU
MH(POPMAILIMOHHBIMU CUCTEMaMH 3aKa34MKa.

IIK 3.7 Pa3pabaThiBaTh TEXHHYECKYIO JTOKYMEHTALMIO HAa 3KCIUTyaTalUIo
UH(GOPMAITMOHHON CHCTEMBI.

1.4. Konu4ecTBo 4acOB HA OCBOEHHUE JUCIUILINHBI:

MaxkcuMalibHOM y4eOHOM Harpy3Ku 00ydaromierocsi /2 4acoB, B TOM YHUCJIE:

- oOsi3aTeNibHas ayAuTOpHAasl yueOHas Harpyska (Bcero) — /2 4acoB; U3
HUX MpaKTU4eckre padboTel 00yvaromuxcs (Bcero) — 38 yaca.



2. CTPYKTYPA U COJAEPXKAHHME YUEBHOH JWCHUIJIMHBI OII.05

OCHOBBI HH®OPMAIIMOHHOM BE3ONMACHOCTH

2.1. OObeM IUCHUIUIMHBI U BUBI Y4eOHOM pabOThI

Bua yueOHoii padoThl

O0BeM yacoB

MaxkcumanbHas yueOHas Harpy3ka (BCero) 72
Ob6s3atenbHas ayUTOpHas yueOHasi Harpy3Ka (Bcero) 72
B TOM YHCIIE:
JIeK1IMOHHBIE 3aHATHUS (eCiu npedycMOmpeHo) 34
1a00paToOpHbIE 3aHATHS (eciu npedycMompeHo) -
npakTU4eckasi pabota (eciu npedycmompeHo) 38
KOHTPOJIbHBIE pabOTHI (eciu npedycmompeHo) -
KypcoBasi paboTa (IIpOeKT) (eciu npedycmompeHo) -
CamocTosTenpHas pabota o0ydaronierocs (BCero) -
IIpomesxyTouyHast arTectanus -
[IpomexyTounas arrectarus B popme 3auer ¢
OIICHKOH
2.2. Temaruueckuil 1jaaH U COACPKAHUE AUCITUTLIIUHBI
HaunmenoBanue Coaepsxanue yueOHOro MaTepuaJa, Ob6vem | YpoBeHsb
pa3/iesioB U TeM JadopaTopHbie padoThl M PAKTHYECKHUE YyacoB | OCBOEHUS
3aHATHSA, CAMOCTOSITE/ILHAsI padoTa
o0yuarommxcs, Kypcosasi padora (IpoeKT)
(ecniu npedycmompeno)
1 2 3 4
Pa3nes 1. OcHoBbI HHGOPMALMOHHOI 0€30aCHOCTH
Tema 1.1. Conepxanue 4 1,2
Bsenenue B OcHoBHbIE NOHATHS U omnpeneneHus. Mcropus u
MH(OPMALIMOHHYIO pazBuTHe  HMHQOPMAIIMOHHON  OE30MacHOCTH.
0€301acHOCTb AKTyanbHbIE YTPO3bI u pUCKHU B
nH(pOpPMaMOHHOMN 6€30MacCHOCTH
IIpakTuyeckas padora - -
Tema 1.2. Conepxanue 4 1,2
VYnpasienne HopmartuBHO-1ipaBoBoe peryimpoBaHue B
0€30MMacHOCTHIO obmactu  Ub. ITlomutukn wW  mpouemypsl
nHpopmarun o6e3onacHocTr. OIleHKa PUCKOB U YIIPaBJICHUE
umMu. COOTBETCTBUE CTaHIApPTaM U HOpMaTHBaM
(ISO 27001, GDPR u nap.)
IIpakTuyeckas padora - -
Tema 1.3. Conepxanue 4 1,2
Kpunrorpadus OcHoBbl ~ KpuUOTOrpaduu: CUMMETPUYHBIE U
ACHMMETPUYHBIE AITOPUTMBL. XOUIUPOBAHUE U
uudpoBbIe MOJITHUCH. [Tpumenenue
Kkpunrorpadguu B npuioxenusx. Creranorpadusi.
IlpakTuyeckasi pabora 5) 1,2
PaGota ¢ cuMMETpUYHBIMU M aCUMMETPUYHBIMU
anropuTMamM.  XOIIMPOBAaHWE W CO3JIaHUE
(G poBOH MOAMMCH COOOIIICHHUS.




Tema 1.4. Conep:xanue 1,2
3armura ceTeBou OCHOBEI CETEBOI 0E30ITaCHOCTH. 3aIuTa OT aTak
UH(ppacTPyKTyphI (DDoS, MITM wu np.) Ucnons3oBanue VPN u
MEKCETEBBIX IKPAHOB
IlpakTuyeckasi pabora 1,2
Opranu3zanus 3aiuThl OT aTak
Opraam3anus pabotet VPN u  MexcereBoro
JKpaHa
Tema 1.5. Conep:xanue 1,2
bezonacHocTh Vazsumoctu BeO-mipuiiokenuidn (OWASP  Top
MIPUIIOKEHU T Ten). be3zomacHoe mporpamMMupoBaHUE: JTyUIINE
npakTUKu. TecTupoBaHWE HAa MPOHUKHOBEHHE U
aHaJIu3 ySI3BUMOCTEH.
IlpakTHyeckasi pabora 1,2
TectupoBanre Ha TPOHUKHOBEHHUE W aHAJIH3
YSI3BUMOCTEH.
Tema 1.6. Conepxanue 1,2
3amuTa JaHHbIX udpoBanre NaHHBIX B MOKOE M B TPaH3UTE.
PesepBHOE KOmMHMpOBaHHME © BOCCTAaHOBICHHUE
JaHHBIX. YTIpaBJIeHHE JOCTYIIOM K IaHHBIM
IIpakTnyeckas padora 1,2
BoimonHenue  pe3epBHOrO  KOMHPOBAaHUS U
BOCCTAHOBJICHHS JTAHHBIX. VYmpasienue
JIOCTYTIOM K JaHHBIM
Tema 1.7. Conepxanue 1,2
be3omnacHocTh OcoOeHHocT  0€30MACHOCTH B OOJIAYHBIX
o0JIauHBIX TeXHOJOIui | cpemax. Mogenu oOnaunbix ycayr (IaaS, PaaS,
SaaS) u ux 6e30MmacHOCTH
IlpakTuyeckasi pabora 1,2
N3ydyenne wmomenu oOONAYHBIX YCIYT W HX
0€30MacHOCTH
Tema 1.8. Unuunentsr | CoaepskaHue 1,2
0€30MacHOCTH Peakuust Ha MHUMIEHTHI W YIpPaBICHUE HMHU.
Ananus WHITUICHTOB u udpoBas
KpUMUHANIUCTUKA.  BoccraHoBieHue — mocie
WHITUCHTA. Kubepbe3omnacHoCTb.
[Tpombinienneii mmuoHax. OSINT. dopens3uka
IIpakTnyeckas padora 1,2
Pabora ¢ nHIMIEHTaMU.
Tema 1.9. Conepxanue 1,2
CornuanbHas [lcuxonorusi aTak: coOIMAlIbHAS WHXEHEPHUS.
WHXXEHEPUs U OOyueHue  COTPYIHHKOB  HMH(POPMAIIMOHHON
YyenoBeyeckuil pakTop | Ge30macHOCTH
IlpakTuyeckasi pabora 1,2
Pazpabotka MIOJINTUKU MH(POPMAIMOHHOMN
0€30MacHOCTH
Tema 1.10. Conepxanue 1,2
Bbynymee TenneHIIMM YW HOBBIE TEXHOJIOIMH B 00JaCTH
MH(POPMAIIMOHHOMN 6e3onacuoctu (Al, ML, 6nokueiiH). DTHueckue
0€30MacHOCTH acrneKkThl HHQOPMalMOHHON 6E€30MaCHOCTH

IIpakTuyeckas padora
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3. YCJOBHMS PEAJM3AIIMM TPOTPAMMBI YUYEBHOM
JUCHUIIIAHBI OI1.05 OCHOBBI UH®OPMALIMOHHOI
BE30MACHOCTH

3.1. MarepuanbHO-TEXHUYECKOE OOecTIeueHHEe
Jlaboparopus «KommploTepHBIX ceTeii M OCHOB HH(OPMALMOHHOU
0€30I1acCHOCTI

TexHnudeckue cpeacTBa 0OyUCHHUS:

3aHATHA TPOBOASTCS B Y4EeOHOW ayIUTOpPUHM U KOMIBIOTEPHOM Kiacce,
OCHAIICHHBIX HEOOXOAMMBIM YYE€OHBIM, METOJAMYECKUM, HWH(HOPMAIMOHHBIM,
MIPOTPAaMMHBIM 00ECTICYCHUEM.

3.2. Hudopmanmonnoe odecrieueHne 00yIeHus

[lepeyenb y4eOHBIX W3IAHHUM, UHTEPHET — PECYPCOB, JTOMOJHUTEIHHOU
JUTEPATYPBL.

OCHOBHbBIC HCTOYHHUKHU:

1. Kazapun, O. B. OcHoBbl  MHGOPMAIIMOHHONW — 0€30MaCHOCTH:
HAJeKHOCTh M 0E€30MaCHOCTh MPOTrPaMMHOTO oOecreueHus : YYeOHHK Jis
cpennero npodeccuonanbuoro oopaszosanus / O. B. Kazapun, U. b. llyounckuii.
— 2-¢ w3n. — MockBa : MzmarensctBo FOpaiit, 2026. — 352 c¢. —
(ITpodeccuonanpaoe obpazoBanue). — ISBN 978-5-534-19384-8. — Tekcr :
anexkTpoHHbii  //  OOpazoBarenbHass  mnarpopma  FOpaiit  [caitT]. —
URL: https://urait.ru/bcode/587457

2. BuykoB, A. A. OcHoBbl MHGOPMAIIMOHHON O€30MaCHOCTH: 3aIlUTa
nHpopMaruu : yaeOHOe TocoOue i CpeHero mpodeCcCHOHaATLHOr0 00pa3oBaHus
/ A. A. BEykoB. — 3-¢ 3., mepepad. u morn. — Mocksa : M3narensctBo FOpaiir,
2026. — 161 c. — (IlpodeccuonansHoe obOpazoBanue). — ISBN 978-5-534-
13948-8. — Tekcr : anekrpoHHbIA // O0pazoBatenbHas iatgopma KOpaiit [caiT].
— URL.: https://urait.ru/bcode/587458

JlonoJHUTeIbHbIE HCTOYHUKU:

1. Kazapun, O. B. HanmexnHocth M 0€301aCHOCTh IMPOTPAMMHOTO
obecrieuenus : yueobnuk mns By3oB / O. B. Kazapun, U. b. lllyOunckuit. — 2-¢
u3a. — MockBa : WsznmarensctBo [Opaiit, 2026. — 352 c. — (Beiciuee
obpazoBanme). — ISBN 978-5-534-19386-2. — Tekct : »JIeKTpOHHBIN //
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4. KOHTPOJIb W OLEHKA PE3YJLTATOB OCBOEHMS
YYEBHOWM JUCHUILIMHBI OI.05 OCHOBBI NH®OPMAILIMOHHOM

BE3OITACHOCTHA

KoHTponb ® omeHKa pe3yabTaTOB OCBOCHUS YYCOHOW JHUCIIUTLIAHBI

OCYIICCTBIACTCA TIPCIIoAaBaTCIICM B IIPOLCCCC TPOBCACHHA IMPAKTHYCCKUX

3aHATUA W J1abOpaTOpHBIX padoT,

TECTUPOBAHMUS,

a TakKXKC BBbIIIOJTHCHUA

O6y‘-IaIOH_[I/IMI/IC$I HHAWBUYAJIbHBIX BaﬂaHHﬁ, ITPOCKTOB, HCCHeﬂOBaHHﬁ.

Pe3yabTarsl 00yyeHus

IToxka3aTeu 0CBOEHHOCTH
KOMIIeTeHIH I

MeToabI OlIEHKH

3naer:

- aKTyaJIbHBIN TTPOdeCcCHOHATbHBIN
U COIMAJIbHBIA KOHTEKCT, B
KOTOPOM MPUXOIUTCS paboTaTh U
KHTh,

-OCHOBHBIC ICTOUHUKHU
UHOpPMALIUU U PECYPCHI IS
petieHus 3a1a4d u mpoosaeM B
po(hecCHOHATEHOM U/UITN
COLIMAIBHOM KOHTEKCTE;

- QJITOPUTMBI BBITIOJTHCHHUS paboT B
poeCCHOHATBHON U CMEKHBIX
o0J1acTsX;

- METOJIbI paOOTHI B
po(heCCUOHATTLHOM U CMEKHBIX
chepax;

- CTPYKTYPY IUIaHa [Tl PEHIICHHUS
3ajay;

- IOPSIJIOK OIICHKH PE3YIIbTaTOB
peleHus 3a1aq
po(hecCHOHATLHON JIEATEIIEHOCTH
- HOMEHKJIATypy
UH(POPMAIIMOHHBIX HCTOUHUKOB,
PUMEHSIEMBIX B
npoecCHOHALHON IS TEIIEHOCTH;
- IPUEMBI CTPYKTYPHUPOBAHUS
uHpOpMaLNK;

- opmat opopmieHus
pe3yNbTaToB MOUCKa HH(DOpMALIHH,
COBpPEMEHHBIE CPEACTBA U
yCTpOMCTBa HH(POPMATU3ALINN;

- IOPSIZIOK TPUMEHECHHS
COBPEMEHHBIX CPEJICTB U
YCTPOUCTB HH(OPMATH3AINH U
nporpaMMHOe 0OecriedeHHE B
poeCCHOHATBHOMN 1A TETLHOCTH
B TOM YHCIIE C HCIIOTh30BAaHUEM
U (POBBIX CPECTB;

OpueHtupyercs B
podecCHOHATEHOM H COIIMATEHOM
KOHTEKCTE, B KOTOPOM TIPUXOIUTCS
paboTaTk M KUTb;

Bnaneetr oCHOBHEIMU
HUCTOYHUKAMU UH(POpMAITUU U
pecypcamu [UTsl peIeHHs 3a/1a9 1
npo6yieM B podecCHOHATEHOM
W/WIN COIMATBHOM KOHTEKCTE;
3HaeT aNrOpUTMBbI BBITIOJIHEHUS
pabot B npodeccuoHaIBHON 1
CMEXKHBIX 00JIaCTSIX;

3HaeT METOIbI pabOTHI B
poecCHOHATEHON U CMEXKHBIX
chepax;

3HaeT CTPYKTYpY IJ1aHa JJs
peIIeHMs 3a]1a4;

Mo:keT Ipou3BECTH OLIEHKY
pe3yabTaTOB PEIICHUS 3a/1a4
npodeccHoHaABHOM IeATEeIPHOCTH
Brnaneer HomeHknaTypoi
MH()OPMAIIMOHHBIX HCTOYHUKOB,
MPUMEHSIEMBIX B
npoeccHoHABHOMN 1eSATENbHOCTH;
3HaeT NMPUEMbI CTPYKTYPUPOBAHHSI
uH(pOpMaINH;

3HaeT ¢popmat ohopMIICHHS
PE3yNbTAaTOB MOMCKA WH()OPMALIUH,
COBpPEMEHHBIC CPE/ICTBA U
yCTpOHCTBa HH(OPMATH3AIINH;
MoxeT mpUMEHSTh COBPEMEHHBIE
CpEICTBa U YCTPOUCTBA
WH(POPMATH3ALNHU B TPOrPAMMHOE
obecrieyeHue B
poeCCHOHATILHOMN IeATEILHOCTH
B TOM YHCIIE C UCTIOIH30BAHUEM
U(POBBIX CPEICTB;

DKCnepTHOE
HaOJIFOIEHUE
BBITIOJTHEHUS
MPAKTUYECKUX
paboT U BUIOB
paboT 1Mo mpaKkTUKe
Jlnarnoctuka
(TecTupoBaHue,
KOHTPOJIbHBIE
paboThI)
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- JICKCUYECKUH MUHUMYM,
OTHOCSIIUANCS K ONMUCAHUIO
IIPEIMETOB, CPEJICTB U MPOIIECCOB
pohecCHOHATLHOM IS TEIILHOCTH;
- IPUHIIUAIIB O€30TTaCHOCTH
XpaHEHUs JaHHBIX;

- METOJBI 3aIIUThI 023 JaHHBIX OT
BHEIITHUX yIPo3

- IPUHITUIIBI KpUIITOTpaduu U
METOJIOB MU(POBAHMS TAHHBIX;

- CTAaHAAPTHI U TIPOTOKOJIBI
0€30IIaCHOCTH, TAKHX KaK
SSL/TLS, SSH, Kerberos u ap.;

- METOJIbI AyTCHTH(UKAIINN U
aBTOpHU3ALIUH M10JIb30BATEIIEH,
BKJTIOYAsi UCTIOJIb30BaHUE MTApOJIcH,
cepTu(uKaToB U OHOMETPUUECKUX
JAHHBIX

3aKOHO/ATEILCTBO U CTAHIAPTHI
Oe3omacHoctH, Takue kak GDPR,
HIPAA, PCI DSS u np.;

- OTPACIEBYIO HOPMATUBHYIO
TEXHHYCCKYIO JOKYMEHTAIIHIO 1
UCTOYHUKU UH(POPMALINH,
HEOOXOANMBIE IS
npoecCHOHALHON IS TEIILHOCTH;
- COBPEMEHHBI OT€YECTBEHHBIN U
3apyOeKHBIN OIBIT B
po(heCCHOHATLHOM JIeATSIIBHOCTH;
- IPUHITUTIBI K METOIBI
obecneueHnst 6€30IMaCHOCTH
WH(OPMAIIMOHHBIX CUCTEM;

- PUHIUIIB O€30TTaCHOCTH
WH(OPMAIIMOHHBIX CUCTEM;

- COBpCMCHHBIC MCTOAbI 1
TEXHOJIOTUH B 00J1acTH
6€e301acHOCTH HH(POPMALIMOHHBIX
CHCTEM;

- 3aKOHOJATCJIbHBIC U
HOPMaTHBHBIE aKTHI B 00J1aCTH
6€e301acHOCTH HH(POPMALIMOHHBIX
CHCTEM;

-UCTOYHUKH Yrpo3
nH(pOpMaIMOHHOW 0€30MacHOCTH U
MEpHI 110 UX MPEAOTBPALLCHUIO;

- OCHOBHBIE YTPO3bI 0€30IaCHOCTH
MOOMIIBHBIX TPHIIOKEHHIA;

- IPUHIUIIBI KpUIITOTpaduu U
mudpoBaHUs JaHHBIX;

Bnaneet nekcuyeckum
MUHUMYMOM, OTHOCSIIIIUMCS K
OTIMCAHUIO MTPEMETOB, CPEJCTB U
MIPOLIECCOB MPOPECCHOHATHHON
JeSATeIIbHOCTH;

3HaeT NPUHIHITB 0€30MaCHOCTH
XpaHEHUS JaHHBIX;

Bnaneer meTogamu 3amiuThl 0a3
JTAHHBIX OT BHEITHUX YTPO3

3HaeT MPUHIKITBI KPUITOTpaduu U
METO0B MU(pOBaHUS TaHHBIX;
OpueHTupyeTcs B CTaHIapPTax U
MPOTOKOJIaX 0€30MacCHOCTH, TAKUX
kak SSL/TLS, SSH, Kerberos u
7p.;

3HaeT METO/Ibl ayTCHTU(DUKAIIUY U
aBTOPHU3ALMHU M10JIb30BATENEH,
BKJTIOYAsi UCIIOJIb30BAaHUE TTApOJIeH,
cepTu(UKATOB U OHOMETPUUECKUX
JAHHBIX

3aKOHOAATEIHCTBO U CTAHAAPTHI
0e3omacHocTH, Takue kak GDPR,
HIPAA, PCIDSS u np.;

3HaeT O0TpaciaeBy0 HOPMaTUBHYIO
TEXHUYECKYIO JOKYMEHTAIUIO U
WCTOYHUKU WH(pOpMaIuu,
HEOOXOAUMBIC ISt
po¢eCCUOHATBHON JIEATETLHOCTH;

3HaeT COBpEMEHHBIN
OTEYECTBEHHBIN U 3apyOeKHBIN
OTIBIT B PO ECCHOHATHHON
JeSITeNIbHOCTH,

Brnazgeer npuHUMIaMu U MeToaMI
obecrnieueHus 6€30MacHOCTH
MH(OPMALIMOHHBIX CUCTEM;
3HaeT NPUHIHITB 0€30MaCHOCTH
MH(OPMALIMOHHBIX CUCTEM;
Bnaneer coBpeMeHHBIMU
METOJIaMU ¥ TEXHOJIOTUSIMU B
obiactu 6€30MacHOCTH
MH(OPMALIMOHHBIX CUCTEM;
3HaeT 3aKOHOaTeNIbHbIE U
HOpMaTUBHBIE aKThI B 00J1aCTH
6e30macHOCTH HH(POPMALIMOHHBIX
CHUCTEM,;

3HaAeT UCTOYHUKH YIpO3
nH(pOpPMaIMOHHOM 6€30MacHOCTH 1
MEpBI TI0 UX MPEAOTBPAIICHUIO;
Nwmeer npeacrasienue oo
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- CTAaHAAPTHI U TIPOTOKOJIBI
6e3omacHocTH, Takue kak HTTPS,
OAuth u OpenID Connect;

- 3aKOHOZATENIbHBIC U
PETyISITOpHBIE TPEOOBAHUS K
3aIllMTe MaHHBIX, BKIFodas GDPR u
HIPAA,

- OCHOBHBIC IIPUHITATIBI
6e30macHOCTH HH(POPMAIUU U
METOJIOB €€ 3alllUThI;

- CTaHapTHBIC
KpunTorpagpuueckue anropuTMBbI
JUTSE IU(POBAHUS TAHHBIX

- IPUHIIKITBI O0ECTICUeHUS
0C30MMaCHOCTH MepeIayu JTaHHBIX
10 CETH;

- OCHOBBI 0€3011aCHOCTH
NPUIIOKCHUN ¥ HUHPPACTPYKTYPHI;
- METOIbI aHAJIM3a Ha YSI3BUMOCTH
¥ MOHHUTOpPUHTA 0€30MacHOCTH;

- 3HaHUE OCHOBHBIX MPHHIIAIIOB U
METOJIOB O0ecTieueHus
6e3omacuoctu UT-
UHPPACTPYKTYPHI U BEO-
MIPUIIOKEHU;

- MOHUMAaHHUE Pa3InIHBIX
ySI3BUMOCTEHN U yTpO3
0€30I1aCHOCTH, a TaK)Ke CII0COO0B
WX TIPEJOTBPAICHHS U
OOHapyKEHHUS;

- 3HaHWUE MHCTPYMEHTOB U
TEXHOJIOTHH JIJIsl 00ecTieueHuUs
6e3omacuoctu UT-
UHPPACTPYKTYPHI U BEO-
MPUIIOKEHU N, TAKUX KaK
OpaHaMaydpbl, CHCTEMBI
0OHapy>XeHHS BTOP)KEHUH U
AQHTUBHUPYCHBIE MPOTPAMMBI.

Ymeer:

-pacro3HaBaTh 3a/1a4y W/WIn
npo0sieMy B MpoQecCHOHATHBHOM
W/WIIN COITUAITbHOM KOHTEKCTE;
-aHaJM3UPOBATh 3a/1a4y U/UIH
po0JIeMy U BBIIEIATH €€
COCTaBHBIC YaCTH;

- OTIPENIENSITh ATAIBI PEIICHHUSI
3a/1a4u;

- BBIBJIITH ¥ 9(EKTHBHO HUCKATh

OCHOBHBIX yrpo3ax 0e30MmacHOCTH
MOOUITEHBIX TPUITIOKEHUI;
OpueHTupyeTcs B MPUHIIAIIAX
Kpunrorpagpuu u muppoBaHUs
JAHHBIX;

3HaeT CTaHAapTHI U TPOTOKOJIBI
0e3omacHocTH, Takue kak HTTPS,
OAuth u OpenID Connect;

3HaeT 3aKOHOJAaTEIbHbBIE U
PETYIATOPHBIE TPEOOBAHUS K
3ammTe JaHHBIX, BKiIodas GDPR u
HIPAA;

Brageer oCHOBHBIMH MPUHIIMIIAMEA
6e30macHOCTH HHPOPMALIUU
METOIO0B €€ 3aIlNTHI;

3HaeT CTaHAapTHHIE
KpUnrorpaguieckue anropuTMbl
Ui U pOBaHUS JaHHBIX;

Nwmeer npeacrasieHue o
MIPUHITUATIAX 00eCTIeueHUs
0€30MacHOCTH Nepeauu TaHHBIX
10 CETH;

3HaeT OCHOBBI 0€30MMaCHOCTHU
MIPUIIOKEHUN U HHDPACTPYKTYPHI;
3HaeT MeTOAbI aHaIM3a Ha
YSI3BUMOCTH ¥ MOHUTOPHHTA
0e30I1acHOCTH;

3HaeT OCHOBHBIEC MPUHITUTIBI U
METOABI O0ECIIEYEHUS
6e3omacuoctu UT-
HH(PPACTPYKTYypHI U BEO-
MIPUIIOKEHUN;

[Tonnmaet pa3nuyHble YSI3BUMOCTH
U yrpo3bl 0€30MaCHOCTH, a TAKKE
CHOCOOBI UX MPEIOTBPALCHUS U
oOHapy>KEHHUS,

3HaeT HHCTPYMEHTHI U TEXHOJIOTUU
It obeceueHus 6€30acHOCTH
WUT-undpactpykTypsl 1 BeO-
MPUJIOKEHUM, TAKUX KaK
OpaHaMaydpbl, CHCTEMBI
0OHapy>XEHHS BTOP>KCHUH U
AHTUBUPYCHBIC TIPOTPAMMBEI.

MoxeT pacro3HaBath 3a/1a4y
u/unu npo0iaemy B
po¢eCCHOHAITBHOM H/HITH
COIIMAJIbHOM KOHTEKCTE;
AHanM3upyeT 3a1avy u/uim
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nH(popMaIro, HEOOXOUMYIO IS
peleHus 3a1a41 U/uin npoOIeMsl,
-COCTaBJIATH IJIaH JIEHCTBUS;

- OTIIPEIENATh HEOOXOIUMBIC
pecypchl;

- BIIQJICTh aKTYaJIbHBIMU METOJaMHU
paboThl B TpoeCCHOHAIBHON 1
CMEXHBIX chepax;

- peain30BbIBAaTh COCTaBICHHBIN
TUIaH,

- OLICHUBATh Pe3yJIbTaT 1
MOCJIEACTBUS CBOUX JEHCTBUI
(caMOCTOATEIBHO W C TOMOUIBIO
HAaCTaBHUKA);

- OIPENENATh 3a/1a4M JIsl TOMCKa
uHpOpMaLnu;

- OIpEeaeNiATh HEOOXOIUMBbIE
UCTOYHUKH MH(POPMALINH;

- TUTAHUPOBAThH MPOIECC TTOUCKA;
- CTPYKTYPHUPOBATH MMOTYIAEMYIO
UH(POPMAIIHIO; - BBIICTIATH
HauboJjee 3HAaUMMOE B IEPEUHE
nHpopMmanuu;

- OIICHUBATh MPAKTUIECKYIO
3HAYMMOCTb PE3YJIbTATOB MTOKUCKA;
- 0OPMIISTH PE3YNbTATHI IOUCKA,
NPUMEHSTH CPEICTBA
UH(POPMAIIMOHHBIX TEXHOJIOTHIA
JUTSL petIeHUs PO ECCHOHATTBHBIX
3ajaq;

- UCTIOJIh30BaTh COBPEMEHHOE
nporpaMMHoOe oOecrieueHue;

- UCTIOJIH30BATh PA3ITUYHBIC
IU(POBBIE CPEICTBA IS pEIICHUS
pod)eCCHOHANIBHBIX 3a71a4;

- IOHUMATh TEKCTHI Ha Oa30BBIC
po¢eCCHOHATbHBIC TEMBI;

- mQpoBaHue NaHHBIX U
o0ecreunBaeT ux
KOH(UICHIINATLHOCTb;

- aHAJIM3UPOBATh TPEOOBAHUS
6€301acHOCTH WH(POPMALIMOHHBIX
CHCTEM;

- pa3pabaThIBaTh U PEATU30BBIBATH
MephI 0€3011aCHOCTH;

- pealn30BBIBATh XAUIUPOBAHUE
napoJieii, CECCCHOHHbBIC TOKEHBI H
IBYX(aKTOPHYIO
ayTeHTH(UKAIIHIO.

po0JIeMy U MOXKET BBLACIUTD €&
COCTaBHbBIE YACTH;

YMeeT onpenenars ITarbl
pellIeHus 3a/1auu;

MoxeT BbISIBIIATH U 3 (HEKTUBHO
HCKaTh UH(GOPMAITHUIO,
HEOO0XOAUMYIO IS PEUICHUS
3a/1a4d WU/UIU TTPOOJIEMBI;
CocraBisier 11aH 1eHCTBHS;

MoskeT ornpenensiTh He0OXO0AUMbIE
pecypchl;

Brnazneer akTyallbHBIMH METOAAMHU
paboThl B IpoeCCHOHAIBHON 1
CMEXHBIX chepax;

MosxeT peannu30BbIBATh
COCTaBJICHHBIN IJIaH;

OneHuBaeT pe3ysbrar u
MOCJIENCTBUS CBOUX JIEHUCTBUU
(caMOCTOATENHHO WM C IOMOIIBIO
HaCTaBHHKA);

VYMeeT onpenensaTh 3aJa9u IS
MOUCKa UHPOPMALINY;

VYMeeT onpenensiT HeOOXOMMbIe
UCTOYHUKH MH(POPMALINY;
[Imanupyer npouecc Moucka;

YMeeT CTpyKTypupOoBaTh
MoJTy4yaeMyro HH(QOpMaIuIo;
MosxeT BbIIeIUTh Haubosee
3HaYMMOE B MIepeYHe NH(POPMAIINH;
YMeeT oneHuBaTh MPaKTUYECKYIO
3HAYUMOCTb PE3YJIbTATOB ITOUCKA;
OdopmisieT pe3ynbTaThl IOUCKA U
IIPUMEHSIET CPENICTBA
MH(OPMALIMOHHBIX TEXHOJIOT Ui
IUISL peLIeHUs] TPO(eCcCHOHATBHBIX
3azady;

MoskeT UcoJib30BaTh
COBPEMEHHOE IIPOTPAaMMHOE
o0OecIieyeHue;

Mo3keT UCII0Ib30BaTh Ppa3jINIHbIC
U POBBIC CPEACTBA JIJIS PEIICHUS
npodeccCHOHANBHBIX 331a4;
[ToHnMaeT TeKcThl Ha Oa30BbIC
npodeccroHabHBIC TEMBI,

VYmeer muppoBaTh TaHHBIE U
o0ecrieunBaTh X
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KOH(HUACHIIMATBHOCTD;

YMeer aHaTM3UPOBATH TPEOOBAHUS
06e30macHOCTH MHGOPMAITHOHHBIX
CHCTEM;

Mosket pazpabaTeiBaTh U
pean30BBIBATH MEPHI
0e30IacHOCTH;

MoaxeTt peann3oBbIBaTh
XAIIMPOBAHUE MApPOJICH,
CECCHOHHBIC TOKEHBI U
IBYX(aKTOPHYIO
ayTeHTU(UKALHUIO.

17




	ОП.05 Основы информационной безопасности 

