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1. OBIIIASI XAPAKTEPUCTUKA TIACIIOPTA PABOYEH
IHPOI'PAMMDBI HNPOPECCHUOHAJIBHOI'O MOAYJIA IIM.01
PA3PABOTKA, AIMUHUCTPUPOBAHUE N 3AIINUTA BA3 JAHHBIX

1.1. Ob6nacts npumMeHeHus paboyei mporpaMmbl

Pabouass mporpamMMa IUCIUIUIMHBI SIBJSIETCSI YacThi0 00pa30BaTeIbHOMN
nporpaMmmbl B cootBeTcTBUM ¢ PI'OC CIIO no cnemuansHoctu 09.02.11
PazpaboTtka u ynpaBiaeHre MPOrpaMMHBIM 00€CTICUCHUEM.

1.2. Mecro aucrumumasl B ctpykType [TIICC3:
I1. ITpodeccronanbHbIM MUK
IIM.01 Pa3zpaboTka, aAMUHUCTPUPOBAHKE U 3al[UTa 0a3 TaHHBIX

1.3. Lenu u 3a1a4u JUCUUILIMHBI — TPEOOBAHMS K pe3yjbTaTaM OCBOEHUS
TV CHUTUTUHBI.

Ilenp  Momymst:  ocBoeHMe  Buja  gestenbHOCTH — «PaspaboTka,
aJIMUHUCTPUPOBAHHE U 3a1uTa 0a3 JaHHBIX).

[Tpodeccuonanpuplii  MOIYNb  BKIOYEH B 00fA3aTENbHYIO  4acThb
00pa3oBaTeIbHON MPOrPaMMBI.

[IpodeccrnonanbHbIil MOTyJIb BKJIIOYAET B C€0S1 MEXIUCIUILTMHAPHBIE KYPChI
MJIK.01.01 IIpoextupoBanue u pazpadotka 6a3 nanueix; M/IK.01.02 Ynopasnenue
0azamu nansbiX, YII. 01 Yuebnyto npaktuxky u IIII. 01 IIpousBoacTBeHHyIO
IIPaKTUKY U SK3aMEH IO MOJYJIIO.

B pesynbrate ocBoeHUs TPO(PECCHOHATHLHOTO MOIYJISI OO0Yy4YarOIUNACS
JOJKEH BJIAJeTh HABBIKAMU:

— pa3pabOTKH KOHIIENITyaIbHOW MOJIENIA Oa3bl TaHHBIX;

— pa3paboTku MHPOIOTUIECKOW MOIeTH 0a3bl JaHHBIX;

— pa3paboTKu puznyueckoit Mojaenu 0a3bl TaHHBIX;

— pa3paboTKu TpeOOBaHUM K 6a3e JaHHBIX

— HOpMaJu3aus CTPYKTYpbI 0a3bl TaHHBIX

— JIOKYMCHTHUPOBAHHUS CXEMbl 0a3bl JaHHBIX, BKIOYas auarpaMmvmbl ER u
OIMCAHUS TaOIHULI;

— JIOKYMEHTHUPOBAHUS TIPaB JIOCTyIa U 0€30MacHOCTH 0a3bl JaHHBIX, BKIIOYAs
YYeTHBIC 3aIMCH TIOJIb30BaTEJIeH U UX POJIH,

— paboThI C pa3IUYHBIMU 00BEKTaMH 0a3bl JTaHHBIX

— cozaaHus TabIuI] 6a3bl TaHHBIX C OMPEICIICHUEM CTPYKTYPBI U TUTIOB TaHHBIX
JUTSI KaXJI0TO aTpuoyTa;

— OMpejeNieHus] IEPBUYHBIX U BHEIIHUX KIIOUCH NJIsi YCTAHOBJICHHS CBS3EH
MEXIy TaOJIUIIaMH;



— CO3/aHMsl MHJIEKCOB JUJIi ONTHMM3AlMKM  3alpOCOB M  IOBBIIICHUS
MIPOU3BOAUTEIILHOCTH;

— pa3paboTKu XpaHUMBIX TpOUEAyp, PyHKUMHA U TpUTTEpOB At 00pabOTKU
JAHHBIX U TIOJIJICPKKU OM3HEC-JIOTUKH,

— BBOJa, OOHOBJIEHUS W YJAJCHHs JAaHHBIX B COOTBETCTBUM C TPEOOBAHUSIMU
OM3HEC-TIPOIIECCOB;

— ONTHUMHU3AIUY 3a[IPOCOB JIJISl TOBBIIIEHUS MPOU3BOJUTENBHOCTU CUCTEMBI;

— co3manug 0a3 JaHHBIX Ha ocHOBe NoSQL TexHonoruii;

— CO3JaHus 3a1POCOB It paboThl ¢ JaHHBIMUA B NOoSQL 0a3zax JaHHBIX;
ONTUMH3AIUK Tpou3BoauTeabHOCTH NOSQL 06a3 maHHBIX, UCTIONIB3YsI UHICKCH U
JPYTHE TEXHUKH,

— ycTtaHoBKH U HacTporiku CYB/I;

— CO3JaHus U yAaJleHus 0a3 1aHHBIX;

— BOCCTAHOBJICHHS 0a3 JaHHEIX;

— PpE3epBHOIr0 KONMUpOBaHUs 0a3 JaHHBIX;

— CO3/aHus MOJIb30BaTENIeH U HA3HAYCHUS TIPaB JOCTYTIA,;

— ONTHMMU3AIUH 3alPOCOB K 0a3e TaHHBIX;

— MoHuTopuHra u odciykuBanus NoSQL 0a3 maHHBIX, BKIIOYas pe3epBHOE

KOMTUPOBAaHNE ¥ BOCCTAHOBJICHUE JAHHBIX.
— HCTOJB30BAHMS CTAHIAPTHBIX METOJIOB 3aIIUTHl 00BEKTOB 0a3bl JaHHBIX;
— pa3paboOTKM W  BHEOPEHHS CHUCTEM  3alUThl 0a3  JaHHBIX  OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIA;
— pa3pabOTKU U BHEAPEHUS CHCTEM PE3EPBHOTO KOMUPOBAHUS U
BOCCTaHOBJICHUS 0a3 JaHHBIX;
— ayjauTa 6e30macHOCTH 0a3 TaHHBIX.
B pe3ynbpTaTe 0CBOCHUS TUCIUTLTUHBI 00YUYaIOIIUIACS TI0JKEH YMETh:
— aHANIM3UPOBaTh NPEIMETHYIO 00JacTb U BBIACNSITH OCHOBHBIE
CYIIHOCTH;
— onpenessTh TpeboBaHus K 0a3e JaHHBIX;
— pa3palaThiBaTh KOHLENTYalbHYI0, JIOTHYECKYI0 M (PU3HUECKYIO
MoIenu 0a3 JaHHBIX;
- MIPOCKTUPOBATH CXeMy 0a3bl JaHHBIX;
- paboTaThb C COBPEMEHHBIMH Case-CpPeJCTBaMU IMPOEKTUPOBaHMS 0a3
JTAHHBIX;
— OTPEIENATh CBSA3H MEX]y TabIUIIaMU;
— OTIPEIEISITh THITHI JAHHBIX JJIS ITOJICH TaOTHIL;
- odopMIIeHHE TOKYMEHTAIIMH HA CIIPOCKTUPOBAHHYIO 0a3y TaHHBIX;
- pa3pabOTKH CXeMbI 0a3bI JTAHHBIX, UCTIONIB3YsI NOSQL Moenu 1aHHbBIX,
TaKHe Kak JOKyMEHTO-OPHUEHTHUPOBAHHbIE, KITI0Y-3HAYEHUE, KOJIOHOYHbIE U JIP.;
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— pazpabarbiBaTh 0OBEKTHI 03 JaHHBIX;

— co3/1aBaTh TaOJIMIIbI, MHACKCHI, OTPAHUYEHHUS U ApyTue 00BEKThI Oa3bl
JAHHBIX;

- ONTUMHU3UPOBATh 3ampochl K 0a3e JaHHBIX IS TIOBBIMICHUS
MPOU3BOIUTENILHOCTH,

- pa3pabaThiBaTh XpaHUMBbIE NPOLEAYPhI U TPUITEPHI 715 03 TaHHBIX;

- pa3pabaThiBaTh HEOOXOUMBIE JIsl PA3IMYHbBIX TPYII MOJIb30BATENEH
IpPE/ICTaBIICHNUS;

- pa3pabaThiBaTh OOBEKTHI 0a3bl TAHHBIX, TAKUE KaK TAOJIUIIBI, MHICKCHI
U CBSI3U MEXKTY HUMU;

- MPOrpaMMUPOBATh M CO3JaBaTh XPaHUMbIE MPOIEAYPhl, QYHKINH W
TPUTTEPHI sl 0OPAOOTKU JTAHHBIX;

— YOPaBJISTh JaHHBIMU B 0a3e JIaHHBIX, BKIIOYas BBOJ, OOHOBIIEHUE U
yAajneHue TaHHBIX;

- ONITHMH3UPOBATH 3aIMmpOoChI u MIPOBOJIUTH MOHHUTOPUHT
MPOU3BOAUTEIILHOCTH Oa3bl IaHHBIX;

- pabotatb ¢ NoSQL 6a3zamMu naHHBIX;

- WCIIOJIB30BaTh 3ampochkl s padoThl ¢ gaHHbiMH B NoSQL 06azax
JTAHHBIX;

- ONTUMHU3UPOBATH MPOU3BOIUTEIBHOCT NOSQL 6a3 1aHHbBIX;

- ycTaHaBIMBaTh U HacTpauBath CYDB/I;

— CO3/1aBaTh U yJIATh 0a3bl TaHHBIX;

- co37aBaTh MOJIb30BATENICH U Ha3HAYATh MPaBa JOCTYIIA;

- ONITUMH3UPOBATH 3aIIPOCHI K 0a3€ JaHHBIX;

- oOecneunBaTh 0E30IaCHOCTH 0a3 TaHHBIX;

- co3faBaTh W HacTpawBaTh ©0a3bl JAaHHBIX B COOTBETCTBUU C
TpeOOBaHUAMU OU3HECA;

— YIPABISITH TPAH3AKIUSIMH H KOHTPOJIUPOBATH IIETOCTHOCTh TAHHBIX;

— oOecreunBaTh 0€30MaCHOCTD U YIPABIATH JOCTYIIOM K JaHHBIM;

- CO3/1aBaTh U BOCCTAHABJIMBATH PE3EPBHBIC KOMTUU JTAHHbBIX;

- paboTath ¢ WHACKCAMHU W ONTUMH3UPOBATH IMPOU3BOIUTEIHHOCTD
3aIpOCOB;

- HOpMAaJIM30BaTh 0a3bl JaHHBIX W TMPOEKTUPOBATH 3PHEKTUBHBIC
CTPYKTYPBI JTaHHBIX;

- MOHUTOPHUTH U aHAJTU3UPOBATH IPOU3BOIUTEILHOCTh 0a3 TaHHBIX;

- paboTaTh C HEPEISAMOHHBIMYU 0a3aMu TaHHBIX U BRIOMpATh Haubosee
MOAXO/ISIIINMA TUT Oa3bl JAHHBIX JIJI1 KOHKPETHOM 3a1a4H;

- pa3pabaThiBaTh M BHEAPATH CHUCTEMBbI 3alIUThI 0a3 JaHHBIX OT
HECAaHKIITMOHUPOBAHHOTO JOCTYIIA;



— pa3pabaThiBaTh U BHEIPSITh CHUCTEMbl PE3EPBHOTO KOIMHUPOBAHUS U
BOCCTAHOBIICHUS 0a3 JaHHBIX;

- MIPOBOJIUTH ayIUT O€30MacHOCTH 0a3 TaHHBIX;

- yCTaHaBIMBAaTh M HACTpPaWBaTh MEXaHW3Mbl ayTCHTU(PUKAIUA W
aBTOPU3AIMU I0JIb30BATEIIECH;

— CO3/1aBaTh U YNPABIATH POJISIMHU U NPABAMHU JIOCTYTIA K TAHHBIM;

— mudpoBaTh TaHHBIE U 00ECTIeUnBaTh X KOHMDUICHIIUATLHOCTD;

— KOHTPOJIMPOBATh LIEJIOCTHOCTh JIAHHBIX U OOHAPYKUBATh U3MEHEHUS;

- WCIIOJIb30BAaTh MEXAHU3MbI ayJIuTa ISl OTCICKHBAHUSA JOCTyNa K
JTAHHBIM;

- WCIIOJIb30BAaTh MEXaHU3Mbl MOHUTOPHHTA JUIsi OOHApPYKEHHS YIrpo3
0€e30ITaCHOCTH;

— co3JaBaTh W YNPABIATH 3alMIIEHHBIMU COCIUHEHUSIMHU C 0a3oi
JTAHHBIX;

— UCITOJIB30BaTh MEXaHWU3MBI 3amMThl OT SQL-WHBEKIHMH W APYrUx
BUJIOB aTaK;

— CO3/71aBaTh W yMPABIATH OdKAMaMu U PE3ePBHBIMU KOTIUSIMH JIaHHBIX;

- obecreunBaTh 0€30MACHOCTh 0a3bl JaHHBIX TPH HCIOIB30BAHUU
00JIaYHBIX CEPBHUCOB,

B pe3ynbpTaTe 0CBOCHHUS TUCITUTIIMHBI 00YUYaOIIUNCS TOJDKEH 3HATh:

— OCHOBHBI€ TMOJIOKEHUS TEOpUHU 0a3 JaHHBIX, XPAHUIIUI JaHHBIX, 0a3
3HAHUM;

- OCHOBHBIC TPUHIUIIEI CTPYKTYpPHU3allMd W HOPMaW3aIuu  0a3sl
JTAHHBIX;

- OCHOBHBIC MPUHIIUIBI TMOCTPOCHUS KOHIENTYaJbHOW, JJOTUYECKON U
(bU3UYEeCKON MOJIEH IaHHBIX;

— METO/Ibl OMUCaHUsA cXeM 0a3 JaHHBIX B COBPEMEHHBIX CHCTeMax
ynpaBiieHus 0a3aMu JTaHHbBIX;

— CTPYKTYpY AaHHBIX CHCTEM YyIpaBieHHs 0a3amMu JaHHBIX, OCHOBHbIE
MOHSTHUS ¥ TIPUHIIUIIBI TPOCKTUPOBAHMS 0a3 TaHHBIX;

- CTPYKTYPY PEISITMOHHON 0a3bl JaHHBIX;

- s3Ik SQL ¥ 0COOCHHOCTH €ro peanu3alii B Pa3IUYHBIX CHUCTeMax
ynpaBieHus 6a3aMu TaHHbBIX;

— ONTHMHM3AINIO MPOU3BOIUTEIHFHOCTH 0a3 JTaHHBIX;

— MIPUHITUIIBI 0€30TTACHOCTH XPaHEHUS JaHHBIX;

- OCHOBBI PEJIAIIMOHHON MOJICTTN JTaHHBIX,

— s3Ik SQL ¥ €ro OCHOBHBIC KOMaH/IHI,

- MIPUHITUITEI HOPMATH3aIuy 0a3 JaHHBIX;

- MPUHITUIIBL pa0oThI ¢ pasnuuabiMu CYB/];
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KJIACTEPOB;

0o0IIMI MOAX0/ K OpraHu3aIuy MpeACTaBIeHUM, Ta0aull, HHIEKCOB U

METO/Ibl OpraHU3aIuu UEeTOCTHOCTH JAHHBIX;

CIOCOOBI KOHTPOJIS IOCTYTA K TAHHBIM U yIPABJICHUS IPUBUIICTUSIMU;
OCHOBHBI€ TPUHIUIIBI CO3/IaHUS 0OBEKTOB 0a3bl JAHHBIX;

CHUHTAKCHC U OCHOBHBIE pueMbl padoThl ¢ SQL;

METO/Ibl ONTUMHU3AIIMH 3aMPOCOB U MOBBIIIEHUS! POU3BOIUTEIHHOCTH

0a3bl TaHHBIX;

JIAaHHBIX;

JTAHHBIX

OCHOBHBIC TPUHIIAIBI YIIPABICHUS TaHHBIMUA M OOCITyKMBaHUSI 0a3bl
OCHOBHBIC TIPUHIUIBI paboTel NOoSQL 6a3 maHHBIX U UX Mojenen

npeumyiiecTsa U Hegoctatku NoSQL TeXHOIOTHil MO0 CpaBHEHUIO C

PEIAINOHHBIMUA 0azamu JAaHHBIX

0a3 JaHHBIX;

METO/Ibl ONTUMH3ALKHU TTpou3BoAuTEIbHOCTH NoSQL 6a3 gaHHbIX;
OCHOBHbI€ IPUHLIUIIBI YTIPABICHUSI JAHHBIMU U 00ciTy>kuBanus NoSQL

apxutektypy CYB/I;

OCHOBHBIC TTPUHITUIIBI 3 IMUHACTPUPOBAHMS 0a3 TaHHBIX;

METO/Ibl MOHUTOPUHTA M ONITUMHU3AIMHN pa0OThl 0a3 JaHHBIX;
MIPUHITUIIBI PE3EPBHOTO KOIMMMPOBAHUS U BOCCTAHOBJICHUS 0a3 JaHHBIX;
METO/IbI 3aIUThI 0a3 TAHHBIX OT BHEITHUX YIPO3;

oco0eHHOCTH paboThl ¢ paznuaabiMu CYB/I;

S3eik SQL (Structured Query Language);

yIPaBJICHUE TPAH3AKIIUIMHA U KOHTPOJIb IIEIOCTHOCTH JaHHBIX;
yIIpaBJIeHHUE IOCTYIIOM M 0€30IaCHOCThIO 0a3 JJaHHBIX;

pe3epBHOE KOMMMPOBAHUE M BOCCTAHOBIICHHUE JAHHBIX;

ONITHMH3AIINIO MPOU3BOIUTEILHOCTH 0a3 TaHHBIX;

paboTy C MHAEKCAMHU U ONITUMH3AITUS 3aIPOCOB;

MOHUTOPHUHT ¥ aHAJIU3 MPOU3BOIUTEIHLHOCTH;

MPUHITUIIBI PAOOTHI C PETISAIMOHHBIMY 0a3aMu TaHHBIX;

MPUHITUIIBL PA0OTHI C HEPETSIIMOHHBIMH 0a3aMH JTaHHBIX;

METO/IbI 3aIUTHI 0a3 IaHHBIX OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;
METO/IbI CO37IaHUsI M BOCCTAHOBJICHHSI PE3CPBHBIX KOMUH 0a3 TaHHBIX;
0CcO0EHHOCTH paboThl ¢ paznuuHbiMu THHaMu CYB/I;

METO/IbI TPOBEICHUSI ayIuTa 0€30MacHOCTH 0a3 JaHHBIX;

MIPUHIIAITEI KPAIITOTPaduu M METOI0B IMIH(PPOBAHUS JTaHHBIX;
CTaHAapThl U TPOTOKOJBI Oe3omacHocTH, Takux kak SSL/TLS, SSH,

Kerberos u ap.;



— METO/Ibl ayTEeHTU(PUKALMK U aBTOPU3ALMU TOJIb30BaTENEH, BKIIOYAs
UCIIOJIb30BaHuUE Maposie, cCepTU(PUKATOB M OMOMETPUUECKUX JaHHBIX;

— METO/bl KOHTPOJSI JOCTyIa, BKJIOYas CO3JAaHUE pOJIEW M TPYIII
MOJIb30BaTeNeH, YIIpaBICHUE IPaBaMHU JIOCTYIIA U ayAUT JA0CTYIIA K JTaHHBIM;

— METO/Ibl OOHAPYKEHUS U MPEAOTBPAILEHUS aTaK, BKIOYas 3al[UTy OT
SQL-unbeknuii, DoS/DDoS-arak u gpyrux yrpo3 6€30MacHOCTH;

— METO/Abl MOHUTOPUHTAa W aHalu3a JKypHAJIOB COOBITMHA s
00Hapy>KeHHs yrpo3 O€30MaCHOCTH U aHAJIM3a MPOU3BOAUTEILHOCTH Oa3bl TaHHBIX;

— METOJbl CO3/IaHUSl W YNPABJICHUS 3alUIICHHBIMU COCAMHEHUSMH C
0a3oii gaHHbIX, BKiIoyas VPN-Ttynnenu u SSL-mmdposanue;

- METO/Ibl CO3JIaHUsl U yIpaBJICHUs OdKarmamMu U PEe3ePBHBIMHU KOMHUSIMU
JAHHBIX, BKJIIOYAsl MCMOJIb30BAHME WHKPEMEHTAIbHBIX M JIUdPepeHIInaIbHbIX
ODKaIIoB;

— METOAbl  obOecrieueHus  Oe3omacHOCTH  0a3bl  JIAaHHBIX  TPH
WCIIOJIB30BaHNN OOJIAYHBIX CEPBHMCOB, BKJIIOYasl 3allUTy OT YTEUKH JaHHBIX H
yIPaBJICHHUE IOCTYIIOM K 00JIaYHBIM pecypcam;

— 3aKOHOJATEILCTBO M CTaHAApThl Oe3omacHOcTH, Takue kak GDPR,
HIPAA, PCI DSS u np.

IIK u OK, xoTOpbI€ aKTyJIN3UPYIOTCA NPU U3YYEHUN AUCUUTLINHBIL:

OK O01. BeiOupare cnocoObl pemieHus 3agad  npodeccuoHaIbHOM
NEATEeIbHOCTH MPUMEHUTENBHO K Pa3IMYHBIM KOHTEKCTaM.

OK 02. Hcnosib3oBaTh COBPEMEHHBIE CpEICTBA IIOMCKA, aHaIu3a U
UHTEpHpeTanuu HHGOpMaIKK, 1 HHOOPMAITMOHHBIC TEXHOJIOTHH ISl BBITIOTHEHUS
3a/1a4 Tpo(ecCHOHATILHOM IESITEIIbHOCTH.

OK 03. IlimanupoBaTh U pean30BbIBATH COOCTBEHHOE MPOPECCHOHAIBHOE U
JUYHOCTHOE pa3BuUTHE, NpEeAIPUHUMATEIBCKYIO NEATEIIbHOCTD B
npodeccuoHaIbHOU cdepe, UCIOIb30BaTh 3HAHMS IO MPaBOBOM U (PMHAHCOBOMU
TPaMOTHOCTH B Pa3JIMYHBIX )KU3HEHHBIX CUTYyalIUSsIX.

OK 04. D¢ddexkTuBHO B3auMOJeHCTBOBaTL M pabOTaTh B KOJIJIEKTUBE U
KOMaHJIe.

OK 05. OcyuiecTtBisiTh yCTHYHO M THUCbMEHHYIO KOMMYHHKAlMIO Ha
rocyJapcTBeHHOM si3bike Poccuiickoit ®Depepanuu ¢ y4eToM OCOOEHHOCTEMH
COIMAJILHOTO U KYJIbTYPHOT'O KOHTEKCTA.

OK 06. IIposBnATH IPaX1aHCKO-TTaTPUOTUYECKY IO MO3ULHIO,
JEMOHCTPUPOBATh OCO3HAHHOE MOBEJIEHNE HA OCHOBE TPAJAMIIMOHHBIX POCCUUCKUX
JyXOBHO-HPABCTBEHHBIX LIEHHOCTEH, B TOM YHUCJIE€ C YYE€TOM TapMOHHU3ALMU
MEKHALIMOHANIBHBIX M MEXKPEIUTHO3HBIX OTHOIIEHUN, MPUMEHSATh CTaHIAPTHI
AHTUKOPPYIIMOHHOTO MTOBEICHMUS.



OK 07. CogeilcTBOBaTh  COXPAHEHUIO  OKpYKalIIEH  Cpenbl,
pecypcocOepexeHnIo, TPUMEHATh 3HAHUS 00 M3MEHEHUHM KIUMaTa, MPUHIUIIBI
OepeXJIMBOTO MPOU3BOJACTBA, S(PQPEKTUBHO JACUCTBOBATH B UPE3BbIUYAWHBIX
CUTYyalUsIX.

OK 08. Ucnonp3oBaTh cpeacTBa PU3HUECKON KYJIbTYpPHhI JJIs1 COXpPAaHEHUS U
YKpEIUIeHUsI 3J0pOBbs B Ipolecce MNpodecCUOHANbHOW JIESITENIbHOCTH U
nojJiep>kaHusi HEOOXOIMMOT'O YPOBHSI (PU3NYECKON OATOTOBIEHHOCTH.

OK 09. TIlonw3oBatbcsi  mpodeCCUOHATIBHOM  JOKyMEHTaIlMel  Ha
roCyJapCTBEHHOM M HHOCTPAHHOM SI3bIKaX.

[1K 1.1. IlpoextupoBath 6a3bl JaHHBIX.

I[IK 1.2. PaspabarbiBaTh 0OBEKTHI 0a3 JaHHBIX B COOTBETCTBHH C
pe3yabpTaTaMu aHaIn3a MPEeIMETHONU 00J1acTH.

ITIK 1.3. Peanu3oBbiBaTh 0a3y JaHHBIX B KOHKPETHON CHUCTEME yIpaBJICHUS
0a3aMy JaHHBIX.

[1IK 1.4. AnmunucTpupoBaTh 0a3bl TAHHBIX.

IIK 1.5. 3ammumare wHbDOpManuioo B 0a3e MaHHBIX C HCIOJIb30BAaHUEM
TEXHOJIOTUH 3aIUTHl HH(GOPMAITIH.

1.4. KomandecTBO 4acoOB HAa OCBOCHHUE JUCIIUTUINHEL:

MakcumanbHOW yuyeOHOU Harpy3ku oOyuaromerocs (Bcero) — 422 yacos, B
TOM YHCIIE:

— oOs3aTeNbHAs ayIUTOpHAs ydyeOHas Harpy3ka (Bcero) — 368 yacos, u3
HUX MPAKTUYECKUE 3aHATHS 00yUaroIerocs (Bcero) — 82 4acos,

- y4eOHOI MpaKkTUKX o0ydaromierocs (Bcero) — 72 vaca,

— MPOU3BOJCTBEHHAs MpakTHKa oOydaromierocss (Mo  mpoduiio
CrennanbHOCTH Beero) — 144 yaca;

- caMocCTosiTeNIbHas paboTa obyuarorierocs (Bcero) — 28 yacon

- MPOMEKYTOUHAs aTTecTanus ooyuatomierocs (Bcero)— 26 yacos.

— AK3aMEH 1o Moyt — 10 yacos.

10



2. CTPYKTYPA U COIAEPKAHUE TIIPO®PECCHUOHAJIBHOI'O MOAYJA IIM.01 PA3PABOTKA,
AIMUHUCTPUPOBAHUE U 3AIHIUTA BA3 JAHHBIX

2.1. Crpykrypa npohecCHOHATBEHOTO MOJTYJIS

O06Bem podeccoHaTbHOTO MOAYJIS, aK. Jac.
Q= 06 MK
S8 < Y4EHHUE 110
Kozpr &8 & | Beero B ToM uncre Hpairiicn
npodeccCuoHaNIbH HanmMenoBanus pa3aeinon Bcero, "z* Eé e - w
Qo
BIX U O6H_II/IXv poeCCHOHATLHOTO MOYJIS Jac. = B & Jlaboparopn KypCoBBIX Camoc g = | Vaeon MpoussoncTee
KOMIIETEHIIUU = a g BbIX. U 6 TOSITEI X 5 S
m & pabort 8 g5 ast HHas
MPAKTUIECKH (poeKToB) bHasI z >
X. 3aHATUN p paborta :Q =
1 2 3 4 5 6 7 8 9 10 11
K 1.1 -1.5 MJIK 01.01 IIpoexktupoBanue i i
OK 1-09 U pa3zpalboTka 0a3 TaHHBIX 116 42 116 42 8 36 72
K 1.1 -1.5 MK 01.02 VYnpasnenue 8
OK 1-09 0a3zaMu JaHHBIX 80 40 80 40 36 2
VYueOHast mpakTHUKa 72 -
[Ipon3BoaCTBEHHAs NPAKTHUKA 144 - - 144
DK3aMeH M0 MOYJIIO 10 10
Bcezo: 422 82 196 82 26 72 144
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2.2. TeMaTUueCKUN IJIaH U

cojiepkanue npodeccuonanbHoro moayJs (ITIM)

HanmMeHoBaHMe pa3feIoBH TeEM Coaep:xkanue yueOHOro Mmarepuaia, O0bém yacoB Yposenn
Nnpo¢ecCHOHATBLHOI0 MOAYJIsI JladopaTopHble pa0doThI M NPAKTHYECKHE 3aAHATHS, BHEAYAUTOPHAsI OCBOCHUSA
(ITM), Me:kIMCUNIITHHAPHBIX (camocTosiTesIbHASL) y4eOHasA padoTaody4aromnxcs, KypcoBasi padora

KypcoB (M/IK) (mpoekT) (ecjiM MpeaycMOTPeHbI)
1 2 3 4
MJK. 01.01 IIpoekTpoBaHue U pa3padoTka 6a3 TaHHBIX
Tema 1.1. Coaep:xaHue 19 1,2
SI3BIK CTPYKTYpPUPOBAaHHBIX 1. OOumii MoAX0 ] K OpraHu3aliy MpeaCTaBICHHUM, Ta0INIl, HHIEKCOB
3anpocoB n kiactepoB. MHAEKCh M onTUMHU3alMs 3anpocoB. lloHATHE MHAEKCOB.

Haznauenne unnexcoB. Co3manue uHAeKcoB. OnTumuzanus 3ampocoB.
AHanu3 npou3BoAUTENBLHOCTH 3anpocoB. Mcnons3oBanue EXPLAIN nns
aHaJIM3a BBIIIOJHEHHUS 3aIpoca.

2. [TousiTue xpanumoii npouenypsl. Co3JaHUe U CHHTAKCUC XPAaHUMBIX
npouenyp. OCHOBHBIE KOHCTPYKLMH XpPaHMMOM HPOLIEAYpbI: YCIOBHBIE
KOHCTPYKLIMM W UUKIbL. BBI30B XpaHUMBIX Mpouenyp. YHpaBieHHE
XpaHUMBIMH ~ TiporieypamMu. KypcopHble omepanmud B XPaHUMBIX
nporeaypax. O6paboTka ommOOK BHYTPH XpaHUMBIX Tipotieayp. [ eneparus
HCKJIFOYCHUH M cooOmeHuii 00 ommOkax. 3amura or SQL-uHBEKIHA C
MOMOUIBI0 XPAaHUMBIX Mpouenyp. Mcnonp3oBaHue mnapaMeTprU30BaHHBIX
3aIpOoCOB.

3. [Tousitue Tpurrepa. CUHTaKCUC CO3JIaHUSI TPUITEPOB. YKazaHUE
COOBITHH, BBI3BIBAIOLINX CpabaThIBaHUE TPUITEPOB: BCTaBKa, OOHOBIICHUE,
yaanenue. Mexanusm cpabaTeiBanusi Tpurrepa. Jloctyn kK H3MEHEHHBIM
JTaHHBIM. YTpaBieHue Tpurrepamu. O6paboTka ommOOK BHYTPH TpUITEpPA.
['enepanms uckIoUeHUN U COOOIIeHUH 00 ommMoOKax.

4. Tpanzakuun wu OnokupoBka. Ilonstue Tpanzakuuu u ACID-
npuHUMnbl. KoMaHb! yripaBieHus TpaH3akIusMU. BIOKUPOBKY U ypOBHH
u3oAuuu  TpaHzakuuid. [IpoGnembl, CBA3aHHBIE C MApaICIU3MOM.
YnopasiieHue TpaH3akKUUsIMU U KOHTPOJIb LIEJIOCTHOCTH AaHHbIX. OTiaaka u
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MOHHUTOPHHT TPaH3aKUUN U OJIOKUPOBOK. IHCTpYMEHTHI sl OTCIACKUBAHUS
COCTOSIHUS TpaH3aKIMil. AHAIN3 OJOKHPOBOK U YCTPAHEHHUE TYITHKOB.

IIpakTHyeckas pabora

1. Cozfanue W HCIOJIb30BAHME HHJEKCOB JJISi YCKOPEHUs IOHUCKA.
VYnanenne u mepeco3aHue HUHAEKCOB. OnTtumuzanus 3ampocoB C
ucnosibzoBanreM EXPLAIN. [IpumeHeHne NHIEKCOB B CIIOKHBIX 3alIPOCax.
Hcmonp3oBanue YacTUYHBIX HHIACKCOB MW HWHACKCOB II0 BbIPAXKCHUAM.
Pa6ora ¢ cocTaBHBIMU HHJEKCAMHU.

2. Pa3zpaboTka HEOOXOAMMBIX Ui Pa3IMYHBIX TPYMI MOJIb30BaTENICH
IpeACTaBICHUS
3. AHanu3 JoroB ommMOOK M MEIUIEHHBIX 3ampocoB. OnTuMH3anus

3anpocoB. [locTpoeHne W aHanM3 IUIAHA BBINOJHEHHS  3alpOCOB.
OnTumm3aiusi CTPYKTypbl Tabmui, W uWHACKCOB. [IpodunmupoBanue
3anpocoB. MOHUTOPUHT U aHAJIN3 MPOU3BOUTEIBHOCTH 3aIIPOCOB

4, Cosznanue 1 UCIIONBL30BaHUE MPOCTHIX MOJIB30BATEIBCKUX (DYHKITHIA.
Coznanue MOJIB30BATENbCKUX (DyHKUMH Juisi pabOThl € TEKCTOBBIMH
JTaHHBIMU U 1aTaMu. BioxeHHbIe oNib30BaTenbckue QyHkiuu. O6padoTka
omrnooK B I10JIb30BATENbCKUX byHKIHUAX. Hcnons3oBanue
MoJib30BaTeabcKuX (GyHKIuN B 3ampocax. Co3laHue MOJIb30BATEIbCKUX
¢bynkumit 15 padbotsl ¢ JSON-IaHHBIMU.

5. Co3ganue mpoCTOM XpaHUMOM MPOUEAYPhl JJIsI BCTABKH JaHHBIX.
Coznmanue XpaHuMOU TIPOIEAYPHI Isl OOHOBJICHUS ONPEACICHHOTO TIOJIS B
TabyiMille Ha OCHOBAaHUM HeKOToporo Kputepus. CoznaHue XpaHHUMON
MPOLEAYPhl, MPUHUMAIONIYI0 TapaMeTpbl Ui (UIBTPAIUM JTaHHBIX U
BO3BpAIAIONIYIO0 pe3ysibTaT B BUAE Habopa cTpok. Co3gaHue XpaHUMOM
MPOLIEAYPHI C UCTIOIB30BAaHUEM Kypcopa ISl OCIeA0BaTeIbHON 00padOTKH
3anuceit. Co3maHue XpaHUMOW TPOLEAYypPhl CO BCTPOCHHOM 00pabOTKOM
omnOok. Co3gaHue CIOXKHOW XpaHUMOW TPOLEAYpPHl C HECKOJIbKUMH
rapaMeTpamMH, BBIIOJIHSIONIYI0 HECKOJBKO Olepaluuid HaJa JIaHHBIMU.
OnTuMuzanus XpaHUMBIX TPOLIEITYD.

6. Co3gaHue mpocToro Tpurrepa s ayaurta udMeHeHui. [IpoBepka
KOPPEKTHOCTH JAHHBIX C TOMOUIBIO TPUITEPOB. ABTOMATHYECKOE
3amoJIHEHWE Tosielt ¢  mnomompblo Tpurrepa. Co3naHue Tpurrepa,

21

1,2
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3anpemaniiuil  yJaneHue 3anuceil U3 TaONUIbl, €CIM OHHM CBSA3aHbI C
apyrumu Tabimunamu. Co3nanue TpUrrepa, KOTOPbI peain3yeT KacKaJHoe
oOHOBIIeHHE CBs3aHHON MHpopMammu. Co3gaHHe TPUTTEPA CO CIIOKHOM
JIOTHKOMW, BKJIIOYAIONIed 00paboTKy ommOok. OnTtuMuzamusi Tpurrepa c
MCIOJIb30BaHUEM BPEMEHHBIX TaOJIHILI.

7. VYhpasnenue TpaHzakuusaMmu. HacTpolika ypoBHEW U30/s1UU
TpaH3aKIWi. AHaNM3 ¢ peHieHHue MpoOJIeMbl TPSA3HOTO  YTCHUS.
HenoBropsiemoe ureHue # (aHTOMHOE UTEHHME: JHArHOCTHKA H
ucmpaBiieHue. ABTOMaTHYECKOE€ U PYYHOE yMpaBiieHHEe OJOKUPOBKAMH B

SQL.

Tema 1.2.
NoSQL 06a3bI JaHHBIX

Conep:xkanue

1. OcHOBHBIE MOHATUA M UCTOpUs pa3BuTHs NoSQL TexHomorwuii.
IIpeumymectBa u Henoctatku NoSQL TexXHOJIOTrMH IO CpPaBHEHHUIO C
pensiuoHHbIME 0a3amu gaHHBIX. Tunbsl NoSQL 6a3 maHHBIX.

2. Kitou-3nauenne 6a3pl JaHHBIX. OCHOBHBIC MPUHIUIBI PabOTHI
KJIIo4-3HaYeHue 0a3 maHHbIX. [Ipumep ucnonb3oBaHusi Redis: ycTaHOBKa,
OCHOBHBIC KOMAaH/bI, THUNBl JaHHbIX. [IpuMeHeHWEe U CleHapHUH
WCIOJIb30BaHUS KITIOU-3HAUYCHUE 0a3 TaHHBIX.

3. JIOKyMeHTO-OpUeHTUpOBaHHble  0a3bl  JaHHBIX. [lomynspHbie
cucrembl: MongoDB, Couchbase, Firebase. CtpykTypa IOKYMEHTOB H
CXeMbl JaHHBIX. 3ampockl W wuHAekcarus B document-oriented Oa3zax.
PeanpHBIC TPUMEPHI MCTIOTB30BAHUS.

4, KomoHounbie 0a3bl maHHBIX. ApXUTEKTypa KOJOHOYHBIX 0a3
nanablx. OOnactu npumeHeHus. KoHIIENIINY KOJOHOK OPUEHTUPOBAHHOTO
noaxoaa. CucreMsl Thna Cassandra, HBase.

S. I'padoBbie 6a3b1 qaHHBIX. OCHOBHBIE OHATHUS I'padoB: y3Ibl, pedpa,
cBoiictBa. IIpumepsr 3ampocoB k rpadam: s3bik 3ampocoB Cypher.
CueHapuu UCTIONB30BaHUS TpadoOBbIX 0a3 JTaHHBIX.

6. [IpoektupoBanue cxem naHHbix B NoSQL. CAP-teopema u eé
3HaueHue. [logxompl K  JACHOpPMAlNW3allMKd  JAaHHBIX.  [laTTepHBI
MPOCKTUPOBaHUS M1 pa3HbIX THMOB NoSQL 06a3 nmaHHBIX. YmpaBiacHHE
KOHCHUCTEHTHOCTBIO M IOCTYITHOCTHIO TAHHBIX.

19

1,2
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7. Mertonpl onTuMuzanuu npousBoguTenbHocTH NOSQL  cucrem
ynpasieHus 6azamMu 1aHHbIX. OCHOBHBIC PUHIIMITBI YIIPABICHUS TaHHBIMHU
u obciyxkuBanusg NoSQL cucreM ynpasieHus: 6a3aMu JTaHHBIX

IIpakTnyeckas padora

1. PaGora ¢ paznuunbiMu Tunamu NoSQL cucrem ympasineHus 6a3amu
JaHHBIX.

2. Co3znmanus 3ampocoB aiist padoThl ¢ qaHHBIMU B NoSQL 0a3ax IMaHHBIX.
3. Onrtumuzanuu npousBoauTenbHOCcTH NoSQL cucrem ymnpasiienust 6a3
TAHHBIX, UCIIOJIb3YS UHACKCHI U IPYTUe TEXHUKH.

4. Hactpoiika u ynpasinenne NoSQL cucremamu ympapieHus 0azamu
JTAHHBIX.

21

1,2

CamocTosiTesibHasi padoTa

28

HpOMemmimaﬂ aTrecranus

UTOoro

116

MJIK.01.02 YnpaBJjieHue 6a3aMu JaHHBIX

Tema 2.1.
YcraHoBKa U HacTpoMKa cepBepa
CUCTEMBI YIIpaBieHUus 6azaMu
JaHHBIX

Conep:xkanue

1. OcHOBHbIE KOMIIOHEHTHI apXUTEKTYphl CHCTEMaM YIpaBlICHUS
0azamMu JaHHBIX. MeToabl KOH(QUTYpPUPOBAHMS, OCHOBBI IapaMeTphl
KoH(puryparuu cepepa. OcoOeHHOCTH pabOThI ¢ PA3TUYHBIMU CUCTEMAMHU
yIpaBiieHus: 6a3amMH TaHHBIX.

2. Meroabl BBINOJHEHUS CKPUIITOB WHUIMAIU3ALMH, CO3JaHUE
CKPUNTOB JJIi WHHUIMAIU3aUuu. MeTonbl BHEOPEHUs OalaHCUPOBKU
Harpy3Ku Ha CepBep.

1,2

IIpakTnyeckas padora

1. Br16op onTtumanbHON KOH(PUTYpaIMu cepBepa Mo ONpeCICHHBIC
anmapaTHbeie TUIaT(GOpPMBI. YCTAaHOBKA M HACTPOIKAa CHCTEM YIIPaBJICHHUS
O0azamu naHHbIX. KoH(urypupoBaHue cepBepa B COOTBETCTBHH C
TEXHUYECKHUM 3a/IaHUEM.

2. [TpuMeHeHre CKPUTITOB /ISl MHUIMATH3AIK 0a3 JaHHBIX, CO3IaHUS
00BEKTOB BHYTPH 0a3bl JaHHBIX.

3. Co3/ranre 1 HacTpOiKa OaTAaHCHUPOBKH TOJIKJIFOYCHHI Ha CepBEp

1,2

Tema 2.2.

Conepxanue

1,2
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VYrnpasneHnue J0CTynoM K 6azam

1. Ponu, npenycranoBienHble poiu u npusmieruu. [logaepxuBaembie

JAHHBIX METOBI ayTeHTH(HKAINY, HACTpolKa ayTeHTudukanmu. [IpaBa nocryna k
pa3IMYHbIM 00beKTaM 0a3bl JaHHBIX, MACKUPOBAHUE JaHHbIX.
2. IIpocMOTp aKTHBHBIX COEIMHEHUN, METOIbl >KypHAJIUPOBAHUS
coObrTuit noakroueHus. XKypramuporanue DML onepaTopoB 1 MacCoBBIX
onepauui HaJl JTaHHBIMH.
IlpakTHyeckasi pabora 1,2
1. Co3pganue mnoJsib30BaTelied W Ha3HAUEHUE poJsieil. YIpaBlieHUE
IpaBaMU JOCTyIa IIOJb30BaTelieli Ha ypoOBHE cepBepa, 0a3 JaHHBIX M
JAHHBIX.
2. Coznanue COXKHOW CTPYKTYphl poiieidl. Mcnonap30BaHHE METO/0B
mudpoBanus maponei. Hactpolika ayTeHTH(UKAIMU  KIMEHTCKOTO
npwiokeHus. IIpuMeHaTh npe1onpeaeieHHbIE POJIN.
3. MOHHUTOPUHT W PEruCTpalus ACHUCTBHI MOJIb30BaTENEC B CUCTEME
JUISL aHAJI3a U BBISIBIICHUS HapyIIEHUH 0€30MacHOCTH.
4, 3ammra Ha ypoBHEe CTpok (RLS). MackupoBka CEHCUTHBHBIX
TAHHBIX
S. IIpumeHeHne  TpUITEPOB B KayeCTBE  JONOJHUTEIBHOIO
MHCTPYMEHTA /ISl YIIPABJICHUS IPaBaMu JOCTYyIA.
6. JIOKyMEeHTHUpOBaHHE IpaB JIOCTYyNa U O€30MacHOCTh 0a3bl JaHHBIX,
BKJIKOYAsl YYETHBIE 3aIIMCH MTOJIb30BATEIEH U UX POJIH.
7. Coznanue mnonb3oBaTeNeil M Ha3HAuUeHUE poJied. YIpaBlleHHE
mpaBaMH JOCTyIa I0JIb30BaTeeil Ha YpPOBHE cepBepa, 0a3 JaHHBIX U
JTAHHBIX.
8. Co3gaHue CI0KHOM CTPYKTYyphl posieil. Mcnosib3oBaHuE METOH0B
mmdpoBanus maponeil. Hactpoiika ayTeHTH(QHKAIMKU  KIHMEHTCKOTO
npuiokeHus. [IpuMeHATh npegonpeaeneHHble POIu.

Tema 2.3. Coaep:xaHue 1,2
PesepBHOE KONMpOBaHUE U 1. [TpuHIMOBl pEe3epBHOTO KOMUPOBaHHMS M BOCCTAHOBIEHHS 0a3
BOCCTaHOBJICHUE JIAHHBIX B naHHbIX. TUMBl pe3epBHBIX KOMHMM. MeToabl co3JaHusl U yNpaBICHUS

LITAaTHOM PEXHUME pE3EpPBHBIMU KOMHSAMM JIAHHBIX, BKJIIOUYAsl UCIOJIb30BAHUE JIOTMUECKUX U
(buU3MYECKUX pe3epPBHBIX KOMUIA.
IIpakTnyeckas padora 1,2
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1. BeinosHeHHE  pe3epBHOIO  KONMPOBAHMS W BOCCTAHOBIICHHS.
Hacrpoiika aBTOMaTH4eCKOr0 pe3epBHOr0 KONMpoBaHusa. BocctaHoBIeHUE
JAHHBIX U3 PE3CPBHOM KOMMH. TECTUpOBAaHUE MPOLIEIAYP BOCCTAHOBICHHUS.
OmnoBerieHus 0 pe3yybTaTax BOCCTAHOBJICHUS/KOIMPOBAHUSI.

2. Hacrpoiika pemmmkamuu. Kondurypanus wMacrepa ©  creiiBa.
CunxpoHHM3alusi JaHHBIX Mexay y3namu. Pemenue npobiem ¢
peIUTUKalneH.

Tema 2.4.
MOHHTOPHHT H KypPHATHPOBAHHE
COOBITHH, BOSHUKAIOIINX B
nporecce PyHKIIMOHUPOBaHUS 0a3
JAHHBIX

Conepxanue

1. KitoueBble METpUKH TNPOU3BOAUTENBHOCTH cepBepa. CucremHble
TaOMUIBI U OOBEKTHI, XpaHAmKMe MeTa-uHpopmanuio 00 oObekTax 0Oa3
JaHHBIX M TIIpoleccax cepBepa. BIOKHMpOBKM 00BEKTOB 0a3 JaHHBIX,
B3aUMHble  OJOKHMPOBKM,  OTCJI€KHMBAaHHE  OJOKHPOBOK.  YPOBHH
KypHaJIHpOBaHUsA, (QopMaT >KypHanupoBaHus. Kpurtuuyeckue BakKHbIC
nporeccel A paboTel cepeepa. OTcieKUBaHHE 3allPOCOB K OOBEKTaM,
BBISIBIICHHE HAanOo0JIee HCI0JIb3YEMBIX 00BEKTOB

1,2

IIpakTHyeckas padora

1. OOcmyxuBaHMe ¥ MOHUTOPUHT ©0a3bl JaHHBIX. PerymspHoe
oOcnyxxuBaHue (BakyymupoBaHue, nedparmenrtanus). COOp MeTpuk
MMPOU3BOJAUTCIIbHOCTHU. ILI/IaI‘HOCTI/IKa " YCTpAaHCHHUC HCIIOJIAI0K.

2. KypnamupoBanue coObiTuii. WHCTpyMeHTHI misg cOopa U arperaruu
*KypHasioB. HacTpoiika MexaHN3MOB ONIOBEIIEHUS HA KPUTUIECKUE COOBITHS
cepBepa

1,2

Tema 2.5.
Ob6ecnevyenune 6e30macHOM pabOTHI
CcepBEpa CUCTEMBI YIIPABICHUS
Oa3zaMu JaHHBIX

Conepxanue

1. [TpuHIKIBI 6€30MaCHOCTH XpaHEHUS JaHHBIX. MeToabl 3aIuThl 0a3
JAHHBIX OT BHELIHHUX YTpo3. YIpaBJIeHHUE OCTYIIOM U OE€30MacHOCThIO 6a3
JTaHHBIX. METOJBl TMPOBEACHUS ayauTa OC30MacHOCTH 0a3 JIaHHBIX.
[Tpununs! kpunTorpaduu ¥ MeTo10B MmudpoBanus NaHHBIX. CTaHIAPTHI U
nmpotokoJiel 6e3omacHocTH, Takux kak SSL/TLS, SSH, Kerberos u ap.
Metoapl ayTeHTH(HUKAIMK ¥ aBTOPHU3AIMM TI0Jb30BaTENIeH, BKIIOYAs
WCIOJIb30BaHUE TapoJiel, CepTU(PUKATOB M OHMOMETPHYCCKUX JAHHBIX.
Mertobl 0OHapy>KeHUS ¥ IPEOTBPALICHN aTak, BKiItovast 3amuty ot SQL-
uabekuii, DoS/DDoS-arak u apyrux yrpo3 Oe3omacHocTH. MeTombl
CO3aaHus U yIpaBJICHUA 3alMUIICHHBIMU COCAWMHCHUSAMU C 63.30171 JaHHBIX,

1,2
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Bkimtoyass VPN-tynHenmn u  SSL-mmdpoBanume. Metonbl obecniedeHus
6e3omacHOCTH 0a3bl JAHHBIX NPH HMCIOIB30BAHUM OOJAYHBIX CEPBUCOB,
BKJIIOYAsl 3aLIUTY OT YTEUKH JAHHBIX U YIIPaBJIEHUE JOCTYIIOM K 00JauyHbIM
pecypcaMm. 3aKOHOJIATENBCTBO U CTAaHAAPThI OE30MACHOCTH, TaKuWe Kak
GDPR, HIPAA, PCI DSS u np.

IIpakTHyeckas padora 8 1,2
1. Aynutr Oe3omacHocTr 0a3 naHHbIX. Co3maHuWe ©  yIpaBlieHUE
3alUIICHHBIMU COEMHEHUSIMU C CEPBEPOM
IIpoMeskyTOUHasI aTTeCTALUSA 8
UTOro 80
Y4yeOHasi npaKkTHKA Bunst pabort: 72 1,2
1. Pa6ota ¢ SQL m NoSQL 06a3aMu 1aHHBIX:
- O6paboTKa TaHHBIX C UCIIOJIb30BAaHUEM SI3bIKA 3aIIPOCOB
- Hanmucanue xpanumbIx npouenyp, GyHKIUI U TPUTTEPOB.
- Pabora ¢ Tpan3zakuusamu.
- OnTuMu3anys 3aMpocoB VIS YIIyUIIEHUS! TPOU3BOAUTENBHOCTH.
2. AaMuHUCTpUpOBaHUE 06a3 JTaHHBIX:
- YcraHoBKa M HACTpOWKa CUCTEMBI yIpaBiIeHUs 6a3aMu TaHHBIX.
- YpaBieHue NoIb30BaTENIIMU U IIPaBaMu JOCTYIIA.
- Hacrpoiika pe3epBHOro KONUPOBAHUS U BOCCTAHOBJICHHUSI 0a3bl TaHHBIX.
- MOHUTOPUHI TPOU3BOAMUTEIBHOCTH W  HACTPOMKA IapaMETPOB
MIPOU3BOIUTEIIHOCTH.
- OGHOBJICHHE U JOKYMEHTHPOBAHHE.
IIpousBoacTBeHHAs MPAKTHKA Buapr pabor: 144 1,2

1. AnMuHuCTpUpOBaHUE 06a3 JaHHBIX:

- YcraHoBKa M HaCTpOWKa CUCTEMBI yIpaBiIeHUs 6a3aMu TaHHBIX.

- YrpaBiieHH€ MOJIb30BATENSIMU U MTPAaBaMHU JIOCTYTIA.

- Hacrpoiika pe3epBHOro KOMUPOBaHUS U BOCCTAHOBJIEHUSI 0a3bl TaHHBIX.

- MOHUTOPUHI TPOU3BOAMUTEIBHOCTH M  HACTPOMKA IapaMETpPOB
MIPOU3BOJUTENBHOCTH.

- OGHOBJICHHE U JOKYMEHTHPOBAHHUE.

2. be3zomacHocTh 0a3 TaHHBIX:
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- HccnenoBanue ysi3BUMOCTEH M CITOCOOOB 3alTUThI JaHHBIX (1rppoBaHUE,
PETYJISIPHBIE Ay IUTHI).

- Hactpoiika moauTuk 6€301MacHOCTH U KOHTPOJIS JOCTYIIA.

- Peamuzanuss ~ MexaHM3MOB  ayTeHTU(UKAIMM W aBTOPHU3ALNH
MOJIb30BaTENEH.

- IlpoBenenune oOyueHUs TMONB30OBATENEH MO BOMpocaM Oe30MaCHOCTH
JAHHbBIX.

- OLleHKa U TECTUPOBAHUE CHCTEM Ha MPOHUKHOBEHHE (IEHTECTHI).

3. Pemenne peanpHBIX 3amad W3 00dacTH pabOThl ¢ 0a3aMH JTaHHBIX
(onTHMHM3ALUS CTPYKTYPBI 0a3bl JAHHBIX, UCIIPABICHUE OLIHOOK).

4. OcylIecTBICHUE MHUTpalMK JaHHBIX MEXIY Pa3IM4YHbIMH CHCTEMaMH
yrpaBieHus: 6a3aMu TaHHBIX.

5. TectupoBaHue NPOU3BOAUTEIHHOCTH M HAJIC)KHOCTH 0a3 JaHHBIX

IK3aMEH 10 MOAYJI1I0

10

Bcero

422
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3. YCJI0BUA PEAJIM3AIINA ITPOI'PAMMUBbI
MPOPECCHUOHAJIBHOI'O MOAYJIA 1IM.01 PA3PABOTKA,
AIMUHUCTPUPOBAHMUE U 3AIIIMTA BA3 JTAHHBIX

3.1. [Ins peanuzauuu mporpamMmbl TpO(EecCHOHATBHOTO MOJYJISI JOJIKHBI
OBITh IPETYCMOTPEHBI CJIEIYIONIUE CIICIUATbHBIE TOMEIICHUS:

Jlaboparopuu «IIpoekTupoBanus U pazpaboTKu 6a3 JaHHBIX», OCHAIIICHHBIC
B COOTBETCTBUHU C 1. 6.1.2.1. [IpumepHOH TPOrpaMMBbI 10 CHIEIIHATBHOCTH

3.2. HudopmanmonHoe obecrneueHue peain3aly IporpaMMel

Jlns  peanuzanuu  mporpaMmbl  OMOIMOTEYHBINH (OHI 00pa3oBaTEIbLHOM
OpraHM3aliy JO0JDKEH MMETh TeUaTHBIC W/WIIN 3JICKTPOHHBIC 00pa3oBaTeiIbHbIC U
WHPOPMAIIMOHHBIE  PECypChl, PEKOMEHIyeMble IS  HWCIOJb30BaHUA B
00pa3oBaTeILHOM IpoILIecce.

OcCHOBHBIE HCTOYHUKH:

1. Crpyxkun, H.Il. ba3sl maHHBIX: TPOEKTUPOBAHHE : YUYESOHUK ISt
cpeanero mnpodeccuonansHoro obpaszoranus / H. I1. Ctpyxkun, B. B. 'oqun. —
MockBa : WznmarenbctBo IOpaiit, 2026. — 477 c.— (IIpodeccuonanpHoe
oopazoBanne). — ISBN 978-5-534-11635-9. — Tekct : »dNeKTpOHHBIA //
OGpazoBatenbHas matdopma Opaiit [caifT]. — URL:
https://urait.ru/bcode/495973 (nara obopamenus: 07.11.2022).

2. Hecrepos, C. A. ba3bl naHHBIX : Y4EOHUK U TPAKTUKYM JJIsI CPETHETO
npodeccronanbHoro odpaszosanus / C. A. HectepoB. — Mocksa : M3narenbcTBo
FOpaiit, 2026. — 230 c. — (IIpodeccuonanbroe obpazoanue). — ISBN 978-5-
534-11629-8. — Tekcrt : snekTpoHHbI // OOpazoBarenpHas miargopma FOpait
[cariT]. — URL.: https://urait.ru/bcode/495981 (nara obOpamenus: 07.11.2022).

3. Craceimivia, B. M. ba3bl gaHHBIX: TEXHOJIOTMH JOCTyma : ydeOHOe
nocobue I cpeaHero npodeccroHaabHOro oobpaszoBanus/ B. M. CraceimmH,
T. JI. Cracpimmna. — 2-e u3., ucnp. u jgomn. — Mocksa : U3gatensctBo HOpaiit,
2026. — 164 ¢. — (ITpodeccuonansaoe oopazopanue). — ISBN 978-5-534-09888-
4. — Tekct : snextponHbldt // OOpa3oBaTenbHas 1argopma FOpait [cailT]. —
URL.: https://urait.ru/bcode/494562 (nata oopamenwus: 07.11.2022).

JlonoJIHUTeIbHbIE HCTOYHUKH:

1. Cucrema nucrannuonnoro ooyuenus «SQLTest» https://rgrty.ru/sqltest/
2. NnrepaktuBHbIil Kypc mo SQL https://sql-academy.org/ru/trainer

3. Yopaxuenus mo SQL https://www.sql-ex.ru/
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4, KOHTPOJIb U OHLEHKA PE3YJIBTATOB OCBOEHUA
MPOPECCHUOHAJBHOI'O MOAYJIA MM.01 PA3PABOTKA,
AIMUHUCTPUPOBAHUE U 3AIIIMNTA BA3 JAHHBIX

KoHTponb © oOIlleHKa pe3yJbTaTOB OCBOCHHS Y4YEOHOH IUCIMILTAHBI
OCYIIECTBIISIETCS MPEMO/IaBaTeIeM B IIPOIECCE MPOBEICHUS MPAKTUYECKUX 3aHITHIA
U J1abopaToOpHBIX PabOT, TECTUPOBAHMS, a TAKXKE BBIMIOJIHEHUS OO0YUYarOITUMUCS
WHIUBUTy TbHBIX 3aJaHUH, POEKTOB, UCCIICIOBAHU.

Kon
IIK,
OK

Kpurepun OLIEHKH
(moxka3aTeJim 0CBOEHHOCTH KOMIIeTeHIINH)

pe3yjabTarta

@®opMbl KOHTPOJISt
U METOAbI OLIeHKH

OK.01

pacmo3HaeT 3amady W/ mpobiemMy B TIpodeccrHoHaTbHOM
W/WIM COLUMAIBHOM KOHTEKCTE; aHaJIM3UpyeT 3ahady W/Win
npo0GyieMy; ONpeAesnsieT dTanbl PelieHus 3aJaud; BBISBISET U
3pGEKTUBHO HAXOAUT HMHPOPMAIUIO, HEOOXOAUMYIO IS
pelIeHrs 3a71a4u 1/ npoOJIeMbl; COCTaBIISET IIaH AeHCTBUS,
oIpeieNiieT HEOOXOUMBIE PECYpChl; OLICHUBAET pe3yNbTaT U
MOCJIC/ICTBUSL  CBOMX JICHCTBUM (CaMOCTOSITEIBHO WM C
MOMOIIIbI0 HACTABHUKA)

OK.02

OIpeAessieT 3aJadd Uil MOMCKa HMH(OPMALUK; OIpeesseT
HE00XO/IMMBIE MCTOUYHUKU MH(OpMAINK; IJIaHUPYET MpoIece
MIOWCKA; CTPYKTYPHUPYET MOTYIECHHYIO HH()OPMALIUIO; BBIIEIISACT
HauOoyiee 3HAUMMOE B IepeyHe HH(OPMAIUHM; OLEHHBAET
MPAaKTHYECKYIO0 3HAYMMOCTh PE3YJIBTaTOB MOUCKA; 0(opMIIseT
pe3ybTaThl MOUCKA

OK.03

orpenenseT aKTyaJIbHOCTb HOPMAaTHUBHO-TIPABOBOU
JOKYMEHTAalluM B NPO(ECCHOHAIBHOW  JEATENbHOCTH;
NPUMEHSET COBPEMEHHYIO HAy4YyHYI0 NpOPEeCcCCHOHATBHYIO
TEPMHUHOJIOTUIO; OIpEAEensieT M BBICTPAUBACT TPAECKTOPUHU
PO eCCHOHAIIBHOTO PA3BUTHUS U CAMOOOPa30BaHUS

OK.04

OpraHnu30BbIBACT pa60Ty KOJIJICKTHUBaA )48 KOMAaH/JBbI,
B3aMMOJICUCTBYET C KOJUIETaMH, PYKOBOJCTBOM, KIIMEHTaMH B
X07€e MpoheCCUOHATTLHON IEATEIIbHOCTH

OK.05

U3JlaraeéT CBOM MBICIM M OQOpPMIISIET JOKYMEHTBHI IO
npoeCCHOHATbHON TEMAaTUKE Ha TOCYJapCTBEHHOM S3bIKE,
MPOSBIISIET TOJIEPAHTHOCTH B paboueM KOJJIEKTHUBE

OK.06

OITMCHIBACT 3HAYMMOCTE CBOCH CIICOIUaJIbHOCTHU

OK.07

COOJTFOTa€T HOPMBI KOJIOTUYECKOM 0€30MaCHOCTH; OTPEIeIIsIeT
HaIlpaBJICHUs pecypcocOepekeHus B paMKax
podecCHOHATEHOM IEATEIEHOCTH 10 CIeIIMATFHOCTH
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KonTposbhbie
paboThI, 3a4ETEHl,
KBTI (UKAIIMOHHBIS
UCTIBITAHUS, 3alUTa
KYPCOBBIX u
JUTUTOMHBIX
MIPOEKTOB
yueOHas
MIPOM3BOJICTBEHHAS
MPAKTHKH,
9K3aMEHBI.
HNutepnperanus
pe3ynbTaToB
BBITIOJTHEHUS
MPAKTUYECKUX U
71a00paTOPHBIX
3aJIaHHM, OIlCHKA
pelieHus
CUTYallMOHHBIX
3amad, OIICHKA
TECTOBOTO
KOHTPOJIS,
pe3ynbTaToB
HaOIIOEHUI
JESITEIbHOCTHIO
oOydaromerocss B
nporiecce yueOHoM u
MIPOU3BOACTBEHHOMN
MPAKTUKU.

(pabor),
u
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OK.08

4yepeayeT CMEHY [eSITEIbHOCTH; BBINOJHSIET KOMIIICKC
neyeOHOM TMMHACTHKM C  Y4eToM  Mpo(hecCHOHAIbHOM
IEATeNbHOCTH

OK.09

MOHMMAET  OOWMI  CMBICA  YETKO  INPOU3HECEHHBIX
BBICKA3bIBAHUI Ha H3BECTHBIE TEMbI (IIPOQEeCCHOHAIBHBIC H
OBITOBBIC), TOHUMAET TEKCTHI Ha 0a30BbIC MPO(ECCHOHATBHBIC
TEMbI, y4YacTBYeT B JAUAJOrax Ha 3HAKOMbIE OOUMe W
npodecCHOHATbHBIE  TEMbl; MUIIET MPOCThIE  CBSI3HBIC
COOOIIeHUS Ha 3HAKOMBIE 170178 UHTEPECYIOIINe
npodeccrnoHAbHBIC TEMBI

IK
1.1

MPOEKTUPYET KOHIIENTyaJbHBIC, JIOTHYECKUE U (U3NUECKUE
Mozienu ©0as3pl  JaHHBIX; HOPMAIM3yeT U ONTUMHU3UPYET
CTPYKTYpY; AOKYMEHTHPYET cxemy, Bkirodas ER-nuarpammel,
TaOJINILIbI, TIPaBa IOCTYIIA U POJIH; oripeaenseT TpedoBanus k bJ]
1 00ecrieunBaeT UX peaqnu3aliio B COOTBETCTBUHU C IPEAMETHON
00J1aCcThI0 U MIPUHIUIIAMU 0€30IaCHOCTH XPaHEHUsI JaHHBIX

IK
1.2

paspabarbiBaeT OOBEKTHI 0a3bl JaHHBIX Ha OCHOBE aHAIM3a
MpeAMETHOW  00JlacTH;  co3JaeT  TaOJWIbl,  WHJIEKCHI,
OTpaHUYEHUS, TMPEACTABICHUS, XPAaHUMBIE TMPOLUEAYPHl U
TPUITEPHI; ONTHMHU3UPYET 3aMPOChl M PeaTn3yeT MEXaHU3MbI
obecneucHUs LIEJIOCTHOCTH, MIPOU3BOTUTEILHOCTH u
0€30I1aCHOCTH TaHHBIX

IK
1.3

peanmzyer 0a3y naHHbIX B KoHkpetHo CVYBJl; cozmaer
Ta0JINILIbI, KITFOYHU, UHJEKCHI U CBS3H; pa3pabaThIBaeT XpaHUMbIe
npoueaypsl, GyHKIMU W TPUTTEPHI; YIOPABIAET NAHHBIMU H
ONTUMHU3HUPYET 3alpochl ig OOeCHedeHus IeIOCTHOCTH U
MIPOU3BOJUTENBHOCTH; HCIOIB3YET pensauuoHHbie 1 NoSQL
TEXHOJIOTMH B 3aBUCUMOCTH OT 3a/1a4

[TK
1.4

aJIMUHUCTPHUPYET 0a3bl JaHHBIX: YCTAHABIUBAET U HACTPAUBAET
CVYB/I; ynpaBiseT 1oyib30BaTeIsIMI, TPAaH3aKLIUAMHU U IIpaBaMu
JocTyna;  o0ecreynBaeT  pe3epBHOE  KONUPOBaHME U
BOCCTAQHOBJICHUE; ONTUMU3HMPYET 3alpoCchl U  CTPYKTYpY
TAHHBIX; MOHUTOPUT MPOU3BOAMUTENBHOCTh M 0O€30MaCHOCTh B
pensiumoHHBIX 1 NoSQL cucremax

IK
1.5

3amMmaer MHQOpManuilo B 0a3e  JAaHHBIX:  peau3yer
MEXaHW3Mbl ayTeHTU(HUKALNH, aBTOPU3AINN U Pa3rPaHUICHUS
MpaB; MPUMEHSAET METOIbl MHU(POBaHUS, AYAUT U MOHUTOPHUHT;
OpPraHM3yeT pEe3epBHOE KOIMPOBAHHE U BOCCTAaHOBIICHHE;
obecrieynBaeT 3allUTy OT aTaKk W coOomaeT TpeOOBaHUs
CTaHIApTOB 0€30MTaCHOCTH, BKIIIOYAst 00JIaUHbIE CPEJIbI
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