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1. OBIIIASI XAPAKTEPUCTHUKA TIACIIOPTA PABOYEHN
ITPOT'PAMMBbI INPOPECCHUOHAJBHOI'O MOAYJIA IIM.01
PA3PABOTKA, AIMUHUCTPUPOBAHUE U 3AIIUTA BA3 JAHHBIX

1.1. OOGnactb npuMeHeHHs paboyeil mporpamMmbl

Pabouass mporpaMMa IUCHUIUIMHBI SIBJSIETCSI 4YacThio 0Opa30BaTeIbHOMU
nporpammbel B cootBeTcTBUM ¢ DPI'OC CIIO 1o cmemmamsnoctu 09.02.11
Pa3paboTka u ynpapieHre NporpaMMHBIM 00ECTIEUEHUEM.

1.2. Mecro aucuumivnsl B ctpyktype IHIICC3:
I1. ITpodheccroHaIBHBIN UK
[IM.01 Pa3paboTka, aAMUHUCTPUPOBAHKE U 3aIUTa Oa3 JaHHBIX

1.3. Ilenm u 3amayu TUCUUILIMHBI — TPEOOBAHUS K pe3ybTaTaM OCBOCHUS
JUCITUTITUHBI.

Lens MOJYJIA: OCBOECHHE BUIIA JIesITeILHOCTH «Pa3paboTka,
aIMUHUCTPHUPOBAHUE U 3alTuTa 0a3 JTAHHBIX).

[IpodeccnoHanbHBIE ~ MOIYNh  BKJIOYEH B 00S3aTENbHYH  4YacTh
o0pa3oBaTeILHON MPOTPAMMBEI.

[IpodeccnonanbHpii  MOAYJIh BKIIOYAET B €0 MEXKIUCIUILTHHAPHBIC
kypcet MJIK.01.01 TlpoektupoBanue u paszpabotrka 6a3 mannbix; MJIK.01.02
VYmpaBnenue O6azamu manablx, YII. 01 VYwuebnyro mnpaktuky wu IIII. 01
[Tpon3BOACTBEHHYIO IPAKTUKY M IK3aMEH 1O MOAYJIIO.

B pesynbrare ocBoeHHsT TPO(GECCHUOHATBHOTO MOJYJS OOyYaromuics
JIOJKCH BJIA/IeTh HABBIKAMMU:

— pa3paboTKu KOHIIENTYyaJIbHON Mojienn 0a3bl JaHHBIX;

— pa3paboTKu WHMOIOTUIECKON MOoIeTn Oa3bl TaHHBIX;

— pa3paboTKu (HU3NIECKON MOJIeN 0a3bl JaHHBIX;

— pa3paboTku TpeOoBaHUl K 0a3e TaHHBIX

— HOpMaJIU3allvs CTPYKTYphI 0a3bl TaHHBIX

— JIOKyMEHTHPOBAaHMsI CXEMbl 0a3bl JaHHBIX, BKJIOYass amarpaMmbl ER u
OIMCAaHUSs TAOIHII;

— JIOKyMEHTHPOBAHHMsI TIpaB JOCTyMNa U 0e30macHOCTH 0a3bl NaHHBIX, BKITIOYAS
YUETHBIC 3aIHCH TT0JIb30BATEIICH U UX POJIH,

— paboThI ¢ pa3NIUYHBIMU 00BEKTaMU 0a3bl JaHHBIX

— co3maHus Tabnui 0as3bl JIAHHBIX C OIPEACICHHUEM CTPYKTYPHl W THIIOB
JTaHHBIX JIJIS KQXKIOTO aTpuoyTa;

— ONpeIeieHNs TMEPBUYHBIX M BHEIIHMX KIIOYEH I YCTaHOBJICHHS CBS3EH
MEXly TabJIUIamMu;



— CO3/MaHMsl WMHJEKCOB [IJIi ONTHMH3AIMKA 3alpOCOB H  TOBBIIICHUS
IPOM3BOIUTEIILHOCTH;

— pa3pabOTKH XpaHUMBIX TPOIEAYp, PYHKIUA U TPUTTEPOB i 00pabOTKU
JTaHHBIX U TTOJEPKKA OM3HEC-JIOTHKH;

— BBOJA, OOHOBJICHUS W YJAJCHHS JAaHHBIX B COOTBETCTBHH C TPEOOBAHHSIMU
OuM3HEC-TIPOIIECCOB;

— ONTHMHU3AIUY 3aMIPOCOB JIJISl TOBBIIICHUS MPOU3BOUTEIHHOCTH CUCTEMBI;

— co3ganus 0a3 qaHHbIX Ha ocHOBe NoSQL TexHonorui;

— CO3JaHMs 3aIpOCOB ISl paboThI ¢ JaHHBIMU B NoSQL 6a3ax JaHHBIX;
ONTUMHU3AIMH Tpou3BoAUTEIbHOCTH NOSQL 06a3 JaHHBIX, HCIONB3YS MHACKCH U
JpyTHUe TEXHUKH;

— ycrtaHOBKM H HacTpoiiku CYB/;

— CO3/aHusl ¥ yAaJeHus 0a3 TaHHBIX;

— BOCCTAHOBJICHUs 0a3 JaHHBIX;

— PEe3epBHOr0 KOMUpOBaHUs 0a3 JaHHBIX;

— CO3/IaHMsI MMOJIb30BaTEICH M HA3HAYCHUS TIPaB J0CTYIIA;

— ONTHMH3AIUH 3aIPOCOB K 0a3¢ TaHHBIX,

— MoHuTOpHuHTa U obciykuBanus NoSQL 6a3 gaHHBIX, BKJIIOYas pe3epBHOE

KOIUPOBAHUE U BOCCTAHOBIICHUE JTAHHBIX.
— HCTOJB30BAaHMS CTAHIAPTHBIX METOIOB 3aIIUTHl 00BEKTOB 0a3bl JaHHBIX;
— pa3pabOTKW W  BHEAPEHUS CHUCTEM  3allluThl  0a3  JaHHBIX  OT
HECAaHKIITMOHUPOBAHHOTO JOCTYTIA;
— pa3pabOTKM W BHEAPEHHUS CHCTEM pE3EpPBHOTO  KONMUPOBAHUSI U
BOCCTAHOBJICHUS 0a3 TaHHBIX;
— aynurta 0€301acHOCTH 0a3 TaHHBIX.
B pe3yibpTaTe 0CBOCHHS TUCIUTLIMHBI O0YYAOIIHIACS TOJDKCH YMETh:
- aHAM3UPOBATh TPEIMETHYIO 00JacTh W BBIACIATH OCHOBHBIE
CYIIIHOCTH;
— oTpeAesnsaTh TpeboBaHus K 0a3e JaHHbBIX;
- pa3zpabaThiBaTh KOHIICTITYaJIbHYI0, JIOTUYECKYI0 H  (DU3UYECKyro
MOJEIIH 0a3 JaHHBIX;
- POEKTUPOBATh CXeMy 0a3bl JaHHBIX;
- paboTaTh C COBPEMEHHBIMHU Case-CpEACTBAMH IMPOCKTHPOBaHUS 0a3
JTAHHBIX;
- OTIPEJIEIISITH CBS3M MEXKYy TaOIUIIaMU;
- OTIPEJIEIISITh THIHI JAHHBIX JJIS TTOJIeH TaOuIT;
- oopmileHre TOKyMEHTAIMH Ha CIPOSKTUPOBAHHYIO 0a3y JaHHBIX;



— pa3paboOTKu cXxembl 0a3bl JaHHBIX, HCMOIB3ys NoSQL wmomenu
JAHHBIX, TAKUE KaK JOKYMEHTO-OPUEHTUPOBAHHBIE, KIIIOY-3HAUCHHUE, KOJIOHOYHBIE
u ap.;

— pa3pabarbiBaTh 0OBEKTHI 03 JaHHBIX;

— co3/aBaTh TaOJIMIIbI, MHACKCHI, OTPAHUYEHHUS U APyTrue 00BEKThI Oa3bl
JAHHBIX;

- ONTUMH3UPOBATh 3amlpoCchl K 0a3e JaHHBIX IS TOBBIIICHUS
MIPOU3BOIUTEIILHOCTH,

— pa3pabaThiBaTh XpaHUMBbIE IPOLEAYPHI U TPUITEPHI [IJ1s1 03 TaHHBIX;

— pa3pabaTheiBaTh HEOOXOMMBIE IJIsl PA3IMYHbBIX TPYII MOJIb30BaTENEH
MpPE/ICTaBIICHHUS;

- pa3pabaThiBaTh OOBEKTHI 0a3bl TAHHBIX, TAKUE KaK TAOJIUIIBI, MHICKCHI
U CBSI3U MEXKTY HUMU;

- MPOTrPaMMUPOBATh M CO3/aBaTh XPaHUMBIE MPOLEAYpPhl, QYHKIIUA U
TPUTTEPHI JIs1 00PaOOTKU JAaHHBIX;

— VIPaBJISITh JaHHBIMU B 0a3e JaHHBIX, BKIItOYas BBOJ, OOHOBIICHUEC H
ylajaeHue TaHHBIX;

- ONITHMH3HUPOBATH 3aImpOoChI u IIPOBOIUTH MOHHUTOPUHT
MIPOU3BOAUTEIILHOCTH Oa3bl IaHHBIX;

- pabotatb ¢ NoSQL 6a3zamMu naHHBIX;

- UCIIOJIB30BaTh 3ampockl st padoThl ¢ gaHHbIMH B NoSQL 06azax
JAHHBIX;

- ONTUMHU3UPOBATH MPOU3BOAUTEILHOCTE NOSQL 6a3 1aHHBIX;

- ycTaHaBJIUBaTh U HacTpauBath CYB/I;

— CO3/1aBaTh U yJaJATh 0a3bl TaHHBIX;

- CO3/1aBaTh MOJIb30BATEJICH U HA3HAYaATh MpaBa JOCTYIIA;

- ONITUMH3UPOBATH 3aIIPOCHI K 0a3€ JaHHBIX;

- oOecneunBaTh 0E3011aCHOCTH 0a3 JaHHBIX;

- co3faBaTh W HAacTpawBaTh ©a3bl JAHHBIX B COOTBETCTBUU C
TpeOOBaHUAMU OU3HECA;

- YIPABISITh TPAH3AKIUSIMH H KOHTPOJIMPOBATH IIEIOCTHOCTh TaHHBIX;

- o0ecreynBaTh 0€30MaCHOCTh U YIPABIATH JOCTYIIOM K JAHHBIM;

- CO371aBaTh U BOCCTAaHABIMBATH PE3CPBHBIC KOMTUH JTaHHBIX;

- paboTath ¢ WHACKCAMU W ONTHUMH3UPOBATh MPOU3BOIUTEIHHOCTD
3aIMpoOCOB;

- HOpMaJIM30BaTh 0a3bl JIaHHBIX W MPOEKTUPOBATH 3(P(HEKTHUBHBIC
CTPYKTYPBI JaHHBIX;

- MOHUTOPHUTH U aHAJTU3UPOBATH IPOU3BOIUTEILHOCT 0a3 TaHHBIX;



- paboTaTh C HEPEISITMOHHBIMU 0a3aMU TaHHBIX U BHIOMpaATh HanboJee
MOAXOASIIINNA TUTT Oa3bl JAHHBIX JIJI1 KOHKPETHOM 3a1a4H;

- pa3pabaThiBaTh M BHEAPATh CHUCTEMbl 3alIUThl 0a3 JaHHBIX OT
HECaHKIIMOHUPOBAHHOTO JA0CTYIA;

- pa3pabaThiBaTh W BHEAPSITH CHCTEMBI PE3EPBHOTO KOMUPOBAHUS H
BOCCTaHOBJICHUS 0a3 JaHHbBIX;

— MIPOBOJIUTH ayIUT O€30MacCHOCTH 0a3 TaHHBIX;

- yCTaHABIMBAaTh ¥ HACTpaWBaTh MEXaHU3MbI ayTEHTU(DHUKAIUUA W
aBTOPU3AIMU TI0JIb30BATEINEH;

- CO3/aBaTh U YNPABIATH POJIIMU U MTPABaMU JJOCTYIIA K TAHHBIM;

— mudpoBaTh TaHHBIE U 00ECIIeUnBaTh UX KOHDUICHIIMATLHOCTD;

- KOHTPOJIMPOBATH IEJIOCTHOCTH IAHHBIX U 00OHAPYKUBATh U3MECHEHUS;

- WCIIOJIB30BaTh MEXAHU3Mbl ayJIuTa ISl OTCICKHBAHUSA JOCTyHa K
JAHHBIM;

- WCIIOJIb30BaTh MEXaHU3Mbl MOHUTOPWHTA JUIsi OOHApPYXEHHUS YIpo3
0e30IacHOCTH;

— co3daBaTh W YIPABIATH 3alIUIIEHHBIMH COCIWHCHUSIMH C Oa3oi
JAHHBIX;

- WCIIOJIB30BaTh MEXaHW3MbI 3amuUThl OT SQL-WHBEKIMI U JApyrux
BUJIOB aTaK;

- CO37aBaTh U YMPABIATH OdKamaMu U PE3ePBHBIMU KOIIUSIMHU JIaHHBIX;

- oOecrieunBaTh 0€30MacCHOCTh 0a3bl JAHHBIX TPHU HUCIOJIB30BAHUU
00JIaYHBIX CEPBHUCOB,

B pe3ynbTaTe 0CBOCHUS TUCIUTIINHBI 00YUYaIOIIUNACS TOJDKSH 3HATh:

— OCHOBHBIE TMOJIOKEHUS TEOpUHU 0a3 JaHHBIX, XPAHUJIUI JaHHBIX, 0a3
3HAHUM;

- OCHOBHBIC TPUHIUIIEI CTPYKTYpH3allMd W HOPMaU3aIuu  0a3bl
JTAHHBIX;

- OCHOBHBIC MPUHIIUIBI MMOCTPOCHUS KOHIENTYaJIbHON, JJOTUYECKON U
(bu3MYecKOl MOJIENH JIaHHBIX;

— METO/bl OMUCaHUsA cXeM 0a3 JaHHBIX B COBPEMEHHBIX CHCTeMax
yhpaBieHus 0a3aMu TaHHbBIX;

— CTPYKTYPY JAHHBIX CHCTEM YIpaBieHHUs 0a3aMu JaHHBIX, OCHOBHbIE
MOHSTHUS ¥ IPUHIIUIIBI TPOCKTUPOBAHMS 0a3 TaHHBIX;

- CTPYKTYPY PEJSIITUOHHON 0a3bl JTaHHBIX;

- s3Ik SQL ¥ 0COOCHHOCTH €ro peanu3aliyi B Pa3IUYHBIX CHUCTeMax
yhpaBieHus 0a3aMu JTaHHbBIX;

— ONTHUMM3AIINIO MPOU3BOIUTEIHFHOCTH 0a3 JTaHHBIX;

— MIPUHITUIIBI 0€301TACHOCTH XPAHCHUS JaHHBIX;
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— OCHOBBI PEJIILIMOHHOW MOJIEJIH TaHHBIX;

— a3bIKk SQL ¥ ero 0CHOBHbIE KOMaH/bI;

— IPUHIUMIIBEI HOpMAIU3auu 0a3 JaHHBIX;

- NpUHLUIBI padoThl ¢ paznuuabiMu CYB/I;

— 00IMii TOIX01 K OpTraHU3aIiy MPECTaBICHUHN, Ta0IUI], HHJIEKCOB U

KJIACTEPOB;

- METO/bI OpraHU3alUuyu HEJOCTHOCTH JAHHBIX;

- CIOCOObl  KOHTPOJISI ~ JOCTyNa K  JIaHHBIM M YIpaBJICHUSA
IIPUBUIIETUSAMY,

— OCHOBHBI€ TPUHIUIIBI CO3/IaHUS 0OBEKTOB 0a3bl JAHHBIX;

— CHUHTAKCHC U OCHOBHBIE ITpHueMbl padboThl ¢ SQL;

— METO/Ibl ONTUMH3ALMU 3aPOCOB U MOBBIICHUS TPOU3BOAUTEIBHOCTH
0a3bl JaHHBIX;

— OCHOBHBIC TPUHIIMIBI YIIPABICHUS TaHHBIMUA M OOCITy>KUBaHUSI 0a3bl
JAHHBIX;

- OCHOBHBbIE TpUHIUIIBI paboThl NoSQL 06a3 gaHHBIX M UX MoOjeNeH
JTaHHBIX;

— npeuMyniecTsa U Hepoctatku NoSQL TEXHOJIOTWM MO0 CpaBHEHHUIO C
PEISIIIMOHHBIMU 0a3aMU JTAHHBIX;

— METO/Ibl ONITUMH3AINHU TTpou3BoAUTEIbHOCTH NOSQL 6a3 naHHbIX;

— OCHOBHBIC TPUHIUIIBI YIpaBICHUS JaHHBIMA U OOCITY>KHBaHUS
NoSQL 6a3 ma"HbIX;

- apxurektypy CYB/I;

— OCHOBHBIE TPUHIIUIIBI IMUHUCTPUPOBAHUS 0a3 TAHHBIX;

— METO/Ibl MOHUTOPUHTA U ONITUMH3ALMK pabOThHI 0a3 JaHHBIX;

— MPUHIIUIBI PE3EPBHOTO KOMMMPOBAHUS U BOCCTAHOBJICHUS 0a3 TAHHBIX;

— METO/IbI 3aIUTHI 0a3 TAHHBIX OT BHEITHUX YTPO3;

— ocoOeHHOCTH paboThl ¢ paznuaabiMu CYB/I;

- S3eik SQL (Structured Query Language);

— YIIPABJICHUE TPAHZAKIMUSAMHA U KOHTPOJIb LIEJIOCTHOCTH JIAHHBIX;

— YIPABJICHHUE TIOCTYIIOM U 0€30IaCHOCThIO 0a3 JaHHBIX;

- PE3EPBHOE KOMMUPOBAHUE U BOCCTAHOBJICHUE JAHHBIX;

- ONTUMHU3AIMIO IPOU3BOJUTEILHOCTH 0a3 IaHHBIX;

- paboTy C MHIEKCAMU U ONITUMM3AIUS 3aPOCOB;

- MOHUTOPUHT U aHAJIU3 IIPOU3BOIUTEIBLHOCTH;

- MPUHITUIIBI PA0OTHI C PENSIIMOHHBIMY 0a3aMu JaHHBIX;

— MPUHIUIBI PA0OTHI C HEPESALIMOHHBIMU 0a3aMU JTAHHBIX,

- METO/IbI 3alUTHI 0a3 JAHHBIX OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

- METO/IbI CO3J]aHUs U BOCCTAHOBJICHUS PE3EPBHBIX KOMUI 0a3 TaHHBIX;
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- 0COOEHHOCTH paboThI ¢ paznuuHbiMu THAMu CYB/I;

— METO/Ibl IPOBE/ICHUS ayAuTa 0€30MacHOCTH 0a3 JaHHBIX;

- NPUHIUIIBI KpUNITOTpauu U METOJOB IIM(PPOBAHUS TaHHBIX;

— CTaHJapThl U MPOTOKOJIBI Oe3omacHocTH, Takux kak SSL/TLS, SSH,
Kerberos u ap.;

- METO/Ibl ayTEeHTU(PHUKAIIMK U aBTOPU3ALMU IOJIb30BATENCH, BKIIIOYas
UCIIOJIb30BaHuE Napoiie, cepTU(PUKATOB U OMOMETPUUECKUX JaHHbIX;

- METOJIbI KOHTPOJIA JOCTYIa, BKJIIOYas CO3/JaHUE poJied U TpyIIl
M0JIb30BATENECH, YIIpaBIeHHUE MPAaBAMU JIOCTYIA U ayJAUT JIOCTYIA K TaHHBIM;

— METO/Ibl OOHAPYXKEHUS U MPEAOTBPAILEHUS aTaK, BKIOYas 3al[UTy OT
SQL-unbeknuit, DoS/DDoS-atak u Apyrux yrpo3 6€30MacHOCTH;

- METOJbl MOHUTOPHMHTa U aHaiu3a JKypHaJOB COOBITUH  AJis
oOHapy>XeHHsI yIrpo3 O€30MacHOCTH W aHaldu3a MPOU3BOJUTEILHOCTH 0a3bl
JTAHHBIX;

- METOJIbl CO3JAaHUSI U YIPABJICHUS 3alUIIEHHBIMU COCIUHEHUSIMHU C
0a30i1 nanHbIX, BKItoyas VPN-tynnenu u SSL-mudpoBanue;

- METOJIbI CO3JIaHUS M YIPABJICHUS O’KamamMu M pe3epBHBIMH KOMHSIMU
JaHHBIX, BKJIIOYas WCIOJIb30BaHWE HWHKPEMEHTANbHBIX W JAu(QepeHIInaIbHbIX
OPKaIIOB;

- METOABl  oOecnedeHuss  0e30MacHOCTH  0a3bl  JAHHBIX  TIpH
WCITOJIb30BAaHUU OOJIAYHBIX CEPBUCOB, BKIIOYAs 3alUTY OT YTEUYKU JAHHBIX U
yIpaBJe€HUE TOCTYIIOM K 00JIayHBbIM pecypcam;

— 3aKOHOJATEIbCTBO M CTaHAApThl Oe3omacHOCTH, Takue kak GDPR,
HIPAA, PCI DSS u np.

[IK u OK, koTOpbI€ aKTyaIM3UPYIOTCA NPU U3YYEHUU AUCUUTLINHBIL:

OK O01. BeiOupare cmnocoObl pemeHus 3agad  npodeccuoHaIbHOM
JESITEIIbHOCTH MPUMEHUTENBHO K PA3IUYHBIM KOHTEKCTAM.

OK 02. MHcnonb3oBaTh COBPEMEHHBIE CpEICTBA IIOMCKA, aHAIW3a U
UHTepHpeTanuu HHGOpMaIHK, 1 HHOOPMAITMOHHBIE TEXHOJIOTHH ISl BBITIOTHEHUS
3a/1a4 Mpo(heCCUOHAIBHOM JIeSITEIHLHOCTH.

OK 03. ITnanupoBaTh ¥ peann30BbIBaTh COOCTBEHHOE NMPOPECCUOHAIBHOE U
JUYHOCTHOE pa3BuTHE, peTPUHUMATEIHCKYTO TSI TEIIbHOCTD B
npodeccuoHaIbHOU cdepe, UCIOIb30BaTh 3HAHMS MO MPABOBOM U (PMHAHCOBOMU
I'PaMOTHOCTH B Pa3JIMYHbIX )KU3HEHHBIX CUTYaIIHSIX.

OK 04. D¢ddexkTuBHO B3auMoOIeHCTBOBaTh M pabOTaTh B KOJJISKTUBE U
KOMaH/ie.

OK 05. OcymecTtBisTh YCTHYHO M IIMCBbMEHHYIO KOMMYHHMKAlMKO Ha
rocyaapcTBeHHOM s3bike Poccuiickoii ®denepauuu ¢ yd4eToM OCOOEHHOCTEH
COLIMAJILHOTO U KyJBTYPHOTO KOHTEKCTA.



OK 06. [IposBiATH IPakIAHCKO-TTATPUOTUYECKYIO ITO3UIIUIO,
JEMOHCTPUPOBATh OCO3HAHHOE MOBEIEHNE Ha OCHOBE TPAJIULMOHHBIX POCCUICKUX
JyXOBHO-HPABCTBEHHBIX IIEHHOCTEW, B TOM YHCJIE C YYETOM TI'apMOHM3ALMU
MEXHALMOHAIBHBIX WU MEKPEJIUTHO3HbIX OTHOLIECHUH, NPUMEHATh CTaHAAPThI
AHTUKOPPYILIMOHHOTO ITOBEICHNUS.

OK 07. CopnelicTBOBaTh  COXPAaHEHHIO  OKpPYXalolled  Cpensbl,
pecypcocOepexeHnIo, TPUMEHATh 3HAHUS 00 M3MEHEHUHM KIuMaTa, MPUHIUIBI
OepeXJIMBOTO MPOU3BOJACTBA, S(PQPEKTUBHO JACUCTBOBATH B  UPE3BbIUYAMHBIX
CUTYaLUsIX.

OK 08. Ucnons3oBaTh cpeacTBa PU3MUECKON KYIBTYpPHI JJIs1 COXpPAHEHUS U
YKpEIUIEHUs1 3/10pOBbs B IIpolecce MpO(PECCHOHAIBHON —JESATENBHOCTH U
HoJIIepKaHUsl HEOOXO0AUMOT0 YPOBHS (PU3NYECKOM MOATOTOBICHHOCTH.

OK 09. [TIlonp3oBaThcsi  MpOQecCHOHANIBHON  JOKYMEHTalued  Ha
rocyJapCTBEHHOM M HHOCTPAHHOM SI3bIKaX.

[IK 1.1. TIpoextupoBaTh 6a3bl TaHHBIX.

I[IK 1.2. Pa3pabateiBaTh 00BEKTHl 0a3 JaHHBIX B COOTBETCTBHUHM C
pe3yibTaTaMu aHaldu3a MpeIMEeTHONW 00J1acTH.

[IK 1.3. PeanuzoBbiBaTh 0a3y JaHHBIX B KOHKPETHOM CHUCTEME yIpaBJiIeHUS
0a3aMH JTaHHBIX.

I1IK 1.4. AnMHUHUCTPUPOBATH Oa3bl JaHHBIX.

IIK 1.5. 3ammumare wHbOpManuioo B 0a3e MaHHBIX C HCIOJIb30BAaHUEM
TEXHOJIOTHH 3aIlUThl HH(OPMALIUH.

1.4. KonnuyecTBO 4acOB HA OCBOCHUE AUCIIUAILINHEL:

MakcumanbHOU y4eOHOW Harpy3ku oOydaromierocs (Bcero) — 422 gacos, B
TOM YHCIIE:

— oOs3aTeNbHAs ayIUTOpHAas yueOHas Harpyska (Bcero) — 396 yacos, u3
HUX MPAKTUYECKUE 3aHATHsI 00yuaromierocs (Bcero) — 92 yacos;

- yueOHOM MpakTUKX o0yuatromierocs (Bcero) — 72 vaca,

- MPOU3BOJICTBEHHAs]  MpakTuka oOydaromierocs (mo  npoduito
CreHaTbHOCTH Beero) — 144 yaca;

- IPOMEXYTOUHas aTTecTanus odydaromerocs (Bcero)— 26 yacos.

— AK3aMEH Mo Moayto — 10 yacos.
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2.

CTPYKTYPA M

AJMMUHUCTPUPOBAHME U 3AIIIUTA BA3 JTAHHBIX

COAEP KAHUE TIPO®ECCHUOHAJBHOI'O MOAYJISA IIM.01 PA3PABOTKA,

2.1. Crpykrypa npodeccrnoHaaIbHOro MOAYJIs
O6beM mpodhecCHoHATFHOTO MOAYIIS, aK. Yac.
g = 06 MJIK
s 5 y4eHHeE 110
Kozsi &8 & | Beero B ToM uncne Hpairiku
npogeccuoHaIbH HaumenoBanust pazaenos Bcero, —2* 2 e o -
5 O )
BIX U o61u1/1xv po¢eCCHOHAIIBHOTO MOTYJIsSI yac. < £ & Jlaboparopu KypcoBbix Camoc S E | yyeon TpoussoscTse
KOMIICTCHIIMH & g g bIX. M 6 TOSITEII X 5 S
m = NIPaKTHYECKH pabot bHAs S =3 vl fHad
. | (mpoexToB) ) =
X. 3aHATHH pabota = g
1 2 3 4 5 6 7 8 9 10 11
K 1.1 -1.5 MJIK 01.01 IIpoextupoBaHue ) )
OK 1-09 1 pa3paboTka 6a3 JaHHBIX 116 >4 116 >4 8 36 2
MK 1.1-15 MJAK 01.02 VYmnpasnenue i i 8
OK 1-09 0a3zaMH TaHHBIX 80 38 80 80 36 12
VYueOHas mpakTUKa 72 -
[IponsBoaCTBEHHAS MPAKTHKA 144 - - 144
DK3aMeH M0 MOJIYIIO 10 10
Bcezo: 422 92 864 450 26 72 144
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2.2. TemaTuueckuii iaH u cogepxanue rnpodeccrnonanbuoro moayss (I11IM)

HaumeHoBaHue pa3ie/iOBU TeM Conep:xkanue y4eOHOro MaTepuaJia, O0bém yacon YpoBeHb
npo¢ecCHOHATBHOT0 MOAYJIsl JadopaTopHbie padoThl M NPAKTHYECKHE 3aHATHS, BHeayIUTOPHAas O0CBOEHUS
(ITM), MesKIM CHUIINHAPHBIX (camocTosiTe/IbHAs) yueOHasi paboTao0y4yaomuxcs, KypcoBasi padora

kypcoB (M/IK) (mpoeKT) (ecu MPeayCMOTPEHBbI)
1 2 3 4
MJIK. 01.01 ITpoexkTHpoBaHue U pa3padoTka 0a3 JTaHHBIX
Tema 1.1. Conepxanue 27 1,2
SI3BIK CTPYKTYPUPOBAHHBIX 1. OO6mwmit MoaX0a K OpraHU3alllK MPEJCTABICHUMN, TaOJINII, WHIEKCOB
3aIIpOCOB u kiactepoB. MHaekcsl u ontumusanus 3anpocoB. [IoHATHE HMHIEKCOB.

Hasnauenne wunaekcoB. Co3aaHue MHIEKCOB. OnTUMHU3AIMS 3alpOCOB.
AHanu3 npou3BoAUTENbHOCTH 3anpocoB. Mcmonb3oBanne EXPLAIN nns
aHaJIM3a BBIIOJIHEHUS 3aIpoca.

2. [MonsTne xpanumoit mponeaypsl. Co3laHue U CHHTAKCHC XPaHUMBIX
npoueayp. OCHOBHbIE KOHCTPYKIMH XpPaHUMOW NPOLEAYpPHI: YCIOBHbBIE
KOHCTPYKIIMM U IMKJIBl. BBI30B XpaHUMBIX MpOIenyp. YTpaBlieHUE
XpaHUMBIMH  miporienypamMu. KypcopHble omepaud B XpaHUMBIX
nporenypax. O6paboTka ommOOK BHYTPU XpaHUMBIX mpoueayp. I eneparus
HCKJIIOUCHHH M cooOmeHnid 00 ommoOkax. 3ammura oT SQL-uHBEKIHHA C
MOMOIIBI0 XPAaHUMBIX Tporeayp. Vcmonp3oBaHUE MapaMeTPU30BAHHBIX
3aMpoCOB.

3. [lonstne tpurrepa. CHUHTaKCUC CO3JaHUSI TPUITEPOB. YKa3zaHUE
COOBITHH, BBI3BIBAIOIINX CpabaThIBAHWE TPUTTEPOB: BCTaBKA, OOHOBJICHHE,
ynaneHue. MexaHu3Mm cpabaTeiBaHus Tpurrepa. JlocTynm K H3MEHEHHBIM
JaHHBIM. YTpaBieHue tpurrepamu. O0padoTka OMMOOK BHYTPH TPHUITEpA.
I'eneparust UCKITIOYSHUI U COOOIIEHUH 00 OmMOKax.

4, Tpanzakiuu u OnokupoBka. [lonsarue tpanzakuuu u ACID-
npuHIUbl. KoMaHabl ynpaBlieHus TpaH3aKIHUSIMHA. BIOKHPOBKUA M YPOBHU
u3osiuu - TpaH3akuui. [IpoOnembl, CBSi3aHHBIE C MHapaUIETU3MOM.
YrpasiieHrne TpaH3aKIUSIMU U KOHTPOJIb IEIOCTHOCTH AaHHbIX. OTianka u
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MOHUTOPHHT TPAaH3aKUUK U OIOKUPOBOK. HCTPYMEHTHI JUIsl OTCICKUBAHUS
COCTOSIHUS TpaH3aKLuil. AHaJIN3 OJIOKMPOBOK U YCTPAHEHHE TYIUKOB.

IIpakTHyeckas padora

1. Co3nanne M HMCHOJB30BAaHUE HHJIEKCOB JUIsl YCKOPEHHS TOHCKa.
VYnanenne u mepeco3maHue HMHIAECKCOB. OnTuMH3anus 3anpocoB  C
ucnoabs3oBaHueM EXPLAIN. IIpuMeHeHnne HHAEKCOB B CIOKHBIX 3alpocax.
Hcnonp30BaHre YaCTUYHBIX MHIEKCOB U MHJIEKCOB IO BhIpakeHusM. PaboTa
C COCTaBHBIMH MHACKCAMH.

2. Pa3paboTka HEOOXOAUMBIX ISl Pa3IMYHBIX TPYII IOJIb30BATENICH
MMpCaACTaBJICHUA
3. AHam3 JIOTOB OMIMOOK W MEJICHHBIX 3ampocoB. OnTHMH3ANUS

3anpocoB. [locTpoeHne ¥ aHaIW3 IUIAaHA BBIIOJHEHUS  3alpOCOB.
OnTumuzanus CTPYKTypbl Tabmui u  uHAekcoB. [IpodummpoBanue
3anpocoB. MOHUTOPUHT U aHAINU3 IPOU3BOAUTEIBLHOCTHU 3alIPOCOB

4. Coznlanue 1 HUCIOJIb30BaHNUE MPOCTHIX MOJIb30BATENbCKUX (YHKIUH.
Co3nanue TMONB30BATENbCKUX (DYHKIUH Ui pabOThl € TEKCTOBBIMHU
JTAHHBIMU U JaTtaMmu. BioxeHHbIE moab3oBarenbekue GpyHkiun. O6padoTka
OLIMO0K B I10JIb30BATENbCKUX byHKIUAX. Hcnonp3oBanue
NoJb30BaTeNbckuX (yHKIMA B 3ampocax. Co3maHue NOJIB30BATEIHCKHX
byakuuii 17151 padbotel ¢ JSON-gaHHBIMH.

5. Coznanue mpocTol XpaHUMOM MpoLENyphbl sl BCTAaBKU JIAHHBIX.
Coznanue XpaHuMoOM Mporenyphl A OOHOBJICHHS ONPEAEIEHHOTO MO B
TabnauIle Ha OCHOBaHMM Hekoroporo Kpurepus. Co3maHue XpaHUMOM
Ipoueaypbl, MPUHUMAIOIIYIO MapaMmeTpsl s (QUIbTpaluud JaHHBIX U
BO3BPALIAIONIYIO pe3yabTaT B Buae Habopa cTpok. Co3naHue XpaHUMOH
IpOLEAYpPHI C UCIOJIB30BAHUEM Kypcopa JJis OCIeI0BaTeIbHOM 00paboTKu
3anuceil. Co3maHue XpaHUMOH MpPOIEnyphl CO BCTPOSHHOH 00pabOTKOM
ommbOok. Co31aHWe CIO0KHOW XpaHUMOW TPOLEAYPhl C HECKOJIbKUMH
napaMeTpaMM, BBIIIOJHAIOIIYI0 HECKOJIBKO OllepalMii HaJX JaHHBIMHU.
OnrrMu3zanys XpaHUMBbIX IIPOLIEYP.

6. Coznianue mpocToro Tpurrepa aias ayauTta u3MeHeHuid. IIpoBepka
KOPPEKTHOCTH JAaHHBIX C IIOMOIIBIO TPUITEPOB. ABTOMATHYECKOE
3aloJHEHHe 1nosied ¢ nomomplo Tpurrepa. CoznaHue  Tpurrepa,

27

1,2
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3anpelaIinil  yJaleHue 3amuceid U3 TaONWIBl, €CIM OHHM CBSI3aHBI C
npyrumu tabnunamu. Co3iaHue TpUITEpa, KOTOPBIM peann3yeT KackagHoe
oOHOBNIEHHE CBsi3aHHON WHpopmanuu. Co3gaHue TpUITEpa CO CIONKHON
JIOTUKOW, BKJIOYaromeid oOpaboTKy ommbok. OnTtuMmuzanus TpUTTEpa C
UCIIOJIb30BAaHUEM BPEMEHHBIX Ta0JIHII.

7. Vnpasnenue TpaHzakuusMmu. HacTpoilka ypoBHEW — M30JIALMHU
TpaH3aKIMHA. AHaTU3 W  peUleHHe MpoOJeMbl TPSA3HOTO  YTCHHS.
Henosropsiemoe urtenne u (aHTOMHOE UTEHUE: JUATHOCTHKA U

UCTIpaBJIeHuE. ABTOMAaTHYECKOE W PYYHOE yIpaBieHUE OJOKHPOBKAMHU B
SQL.

Tema 1.2.
NoSQL 6a3sI JaHHBIX

Conepxanue

1. OcHoBHble TOHATUS U HUcTOpus pa3Butuss NoSQL TtexHomoruil.
[IpeumymiectBa u HemoctaTkm NoSQL TexHonoruii mo CpaBHEHHUIO C
pensimuoHHbIME 0a3amu 1aHHbIX. Tumsl NoSQL 6a3 maHHBIX.

2. Kimtou-3Hauenne 0a3pl  naHHBIX. OCHOBHBIC TPUHIHUIBI PaOOTHI
KJII04-3HayeHue 0a3 maHHbIX. [Ipumep ucnomb3oBanusi Redis: ycraHoBka,
OCHOBHbIE = KOMaHJbI, THUMBl JaHHBIX. [IpuMeHeHHe u  ClleHapuu
UCIIOJIb30BaHUs KITIOY-3HaUYeHUE 0a3 TaHHBIX.

3. JIOKyMEHTO-OpUEeHTUPOBaHHbIE  0a3pl  JaHHBIX. [lomymsipHbIe
cucteMbl: MongoDB, Couchbase, Firebase. CtpykTypa HAOKYMEHTOB H
CXeMBbl JaHHBIX. 3ampockl W wuHAekcamus B document-oriented 06azax.
PeanbHble TprMepbl UCIIOIB30BAHUS.

4. Komnonounsle 06a3pl JaHHBIX. ApPXUTEKTypa KOJOHOYHBIX 0a3
naHHbix. OOnactu npumenenus. KoHuenuuu KoJIOHOK OPUEHTHUPOBAHHOTO
nonxoxa. Cucremsl Tuna Cassandra, HBase.

5. ['pacoBrie 6a3wl manHBIX. OCHOBHBIE MOHATHS TpadoB: Y3761, pedpa,
cBoiictBa. Ilpumepsr 3ampocoB k rpadam: s3eik  3ampocoB Cypher.
CueHapuu UCTIOIB30BaHMs TpadOBbIX 0a3 TaHHBIX.

6. [IpoextupoBanue cxem naHHbIXx B NoSQL. CAP-teopema u eé
3Hauenue. [logxompl K  JeHOpManu3auuud  JaHHBIX.  [laTTepHbI
MPOEKTUPOBaHUS 175 pasHbiXx TUNoB NoSQL 0a3 nmaHHBIX. YmpaBieHUE
KOHCHUCTEHTHOCTBIO U IOCTYITHOCTBHIO TaHHBIX.

7. Meroasl ontummzanuu npousBoguTenbHocTd  NoSQL  cucrem

27

1,2
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ynpaBiieHus 6a3zamMu JaHHbIX. OCHOBHBIC IPUHIUIBI YIIPABICHUS TaHHBIMU
u obcmyxxkuBanus NoSQL cucrem ynpasieHus: 6azaMu TaHHBIX

IIpakTHyeckas padora

1. PabGora ¢ pazmuunbiMu Tunamu NoSQL cucrem ympasienus 6a3amu
JTAHHBIX.

2. Coznmanus 3ampocoB s padoThl ¢ JaHHbIMU B NoSQL 0a3ax maHHBIX.

3. Ontumuzanuu npousBoauTeabHOCTH NoSQL cucrem ympaBieHus 0Oa3
JAHHBIX, UCIIOJIb3Ysl MHICKCHI U APYTHUE TEXHUKH.

4. Hactpoiika u ymnpasienne NoSQL cuctemamu ympaBieHus Oa3zaMu
JTAHHBIX.

27

1,2

IIpomeskyTOouHast aTTecTanMs

UTOro

116

MJIK.01.02 Ynpasienue 6a3amMu TaHHbIX

Tema 2.1.
YcraHoBKa U HacTpolKa cepBepa
CHCTEMBI yIpaBlieHUs 0a3aMu
JTAHHBIX

Conepxanue

1. OCHOBHBIC KOMIIOHEHTBI ~apPXUTEKTYPhl CHCTEMaM yIPaBIICHUS
06a3zaMu JaHHBIX. MeToabl KOH(GUTI'YpUPOBAHHs, OCHOBBI ITapaMeTphbl
KoH(purypamuu cepsepa. OcoOEHHOCTH pabOTHl ¢ Pa3IUYHBIMU CHCTEMaMH
yIpaByieHUs 0a3aMu TaHHBIX.

2. MeTtonbl  BBHIMOJIHEHUS  CKPHUIITOB  WHUIMAIH3AIMUA, CO3JAaHUE
CKpUIITOB [JIs1I HWHUNHUAINU3AlWN. MGTOI[BI BHCAPCHUA 6aHaHCI/IpOBKI/I
Harpy3KH Ha cepBep.

1,2

IIpakTHyeckas padora

1. Bribop onTuManbHOM KOH(UTYpaluu cepBepa IMOJ ONpe/IeIeHHbIC
anmapaTHele TIaTGOpMbl. YCTaHOBKAa M HACTPOWKAa CHUCTEM YIPaBICHUS
6azamu nanHbIX. KoHurypupoBanue cepBepa B COOTBETCTBHH C
TEXHHYECKUM 33/IaHHEM.

2. [IpuMeHeHre CKPUIITOB JAJISl MHUIMAIU3AMK 0a3 TaHHBIX, CO3JaHUs
00BEKTOB BHYTpPHU 0a3bl JaHHBIX.

3. Co3naHue 1 HacTpoiika OaJJaHCUPOBKH MOJKIIOYCHUN Ha CEPBEP

1,2

Tema 2.2.
VYnpasieHue 10cTynom kK 6azam
JTAHHBIX

Conep:xxanue

1. Ponu, npenycranoBieHHble poau u npusBuieruu. [lonnepxupaeMele
METOJIbl ayTeHTHU(UKAIlMU, HAacCTpoiika ayreHTuukauuu. [IpaBa goctyna k
pa3IMyHBIM 00beKTaM 0a3bl TaHHBIX, MACKHPOBAHUE TaHHBIX.

1,2
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2. [IpocMOTp aKTHBHBIX COEAMHEHUM, METOAbI >KYpPHAIHPOBAHUS
cobOpITuii moakoueHus. Kypranmupoanne DML onepatopoB U MacCoOBBIX
onepaunuii HaJl JTaHHBIMU.

IIpakTHyeckas padbora 1,2
1. Co3naHue TOJIb30BATENIE W Ha3HAYCHHE POJIeH. YTpaBJieHUE
npaBaMu JOCTyIa TIOJb30BaTeNeil Ha YypOBHE cepBepa, 0a3 MaHHBIX U
JAHHBIX.
2. Coznianue Ccl0XHOW CTPYKTYphl poiiel. Mcrosib3oBaHME METOO0B
mudpoBanus mapoieii. Hactpoiika ayTeHTH(UKAIUU — KIMEHTCKOTO
npuiiokeHus. [IpuMeHATs npe1onpeesieHHbIE POJIH.
3. MOHUTOPUHT U PETUCTpPALMS EUCTBUN MOJIb30BATENIE B CHCTEME
JUTSL aHAJIM3a ¥ BBISIBIICHUS] HAPYIIEHUH 0€30MacCHOCTH.
4, 3ammra Ha ypoBHe cTpok (RLS). MackupoBka CEHCHUTHBHBIX
TAHHBIX
5. [IpyuMeHeHre TPUTTEPOB B KAUE€CTBE JOMOJIHUTEILHOTO HHCTPYMEHTA
JUTsL YIIpaBJI€HUs MpaBaMHU JIOCTYIIaA.
6. JlokymeHTHpOBaHUE TIpaB JAOCTyNa U OE30MacHOCTh 0a3bl JaHHBIX,
BKJIIOYAs yYETHBIE 3aMIMCH MOJIb30BATENEH U UX POJIH.
7. Co3pmanne mnonb30BaTelied M Ha3HAUeHUE posieil. YmnpasieHue
mpaBaMH JOCTyIa IOJb30BaTeNeil Ha ypOBHE cepBepa, 0a3 TaHHBIX U
TAHHBIX.
8. Co3naHue CIoXHOM CTPYKTYpbl pojei. Mcnonab3oBaHHE METOJIOB
mumdpoBanuss maposieil. Hacrtpoiika ayTreHTH(UKALUM — KIMEHTCKOTO
npuiokeHus. [lpuMeHaTs npenonpeeieHHbIe POJIH.
Tema 2.3. ConepxaHue 1,2
PesepBHOE KONMpOBaHUE U 1. [IpuHIMOBI pE3epBHOTO KOMUPOBAHHS W BOCCTAHOBJIEHUS 0a3
BOCCTaHOBJIEHHME JaHHBIX B IUTATHOM | JaHHBIX. THUMBI pe3epBHBIX KOMWA. MeToapl CO3AaHMS U YIpPaBICHUS
pexume pPE3epBHBIMU KOMUSIMU JIaHHBIX, BKJIIOYas MCIOJIb30BAHUE JIOTHUYECKUX U
(bu3NYECKUX pe3epBHBIX KOMHMA.
IpakTHyeckas paéora 12

1. BeimonHeHne  pe3epBHOTO  KONUPOBAaHUS W BOCCTAHOBJICHMS.
Hactpoiika aBTOMaTn4ecKoro pe3epBHOr0 KONMUPOBaHMs. BoccraHoBieHME
JAHHBIX M3 pe3epBHOM KommH. TecTHpoBaHME MPOLELYP BOCCTAHOBJICHUS.
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OHOBGH_IGHI/I}I 0 pe3ylibTaTax BOCCTaHOBHeHI/IH/KOHHpOBaHI/IH.

2. Hacrtpoiika pemmukanmuu. KoHdurypanus wMacrtepa ©  cleiBa.
CuHXpoHHU3alUsl JaHHBIX MeXAy Yy3idamu. Pemenue mnpobieM ¢
peTUTHKALHECH.

Tema 2.4.
MOHUTOPHHT | KYpPHAITHPOBAHNE
COOBITHIA, BO3HUKAOIIUX B MPOIIECCEe
(GYyHKIMOHUPOBAHUS 0a3 TaHHBIX

Conepxanue

1. KitoueBble METpUKHM NPOU3BOIUTENBHOCTH cepBepa. CHCTEMHBbIE
TaONMUIBI M OOBEKTHI, XpaHsne Mera-uHpopmanuo 00 oObekTax 0a3
JaHHBIX M Tpoleccax cepBepa. bBIoKMpoBKHM 00BEKTOB 0a3 MaHHBIX,
B3aUMHbIE  OJIOKMPOBKHM,  OTCIECKHUBaHUE  OJOKUPOBOK.  YPOBHHU
KYpHaJIHpOBaHUsA, (GopMmar >KypHaTUpoBaHus. Kpuruueckue BaKHBbIC
nporeccel Uisi paboTel cepepa. OTcieKuBaHHE 3alpPOCOB K OOBEKTaM,
BBISIBJICHHE HAaN00JIee HCIOIb3YEMbIX 00BEKTOB

1,2

IIpakTnyeckas pabora

1. OO6cnyxuBaHME€ W MOHUTOPHUHI 0a3bl JaHHBIX. PerymsapHoe
obcnmyxxuBanue (BakyymmupoBaHue, nedparmentanus). COop MeTpHK
MMPOU3BOAUTCIILHOCTH. I[I/IaFHOCTI/IKa " YCTPAHCHUC HCIIOJJIA/I0K.

2. KypuanupoBanue coObITHii. HWHCTpyMEHTHI Il cOOpa W arperamnuu
*KypHaI0B. HacTpoiika MexaHU3MOB OTIOBEIICHHUS HA KPUTHIECKHE COOBITUS
cepBepa

10

1,2

Tema 2.5.
Ob6ecneyeHue 6e30macHOM pabOTHI
CcepBepa CUCTEMBI yIIPaBIICHUS
0a3zaMu JaHHBIX

Conepxanue

1. [TpuHIIUMTIBI 6€30MaCHOCTH XpaHEHUsT JaHHBIX. METOobl 3aluThl 0a3
JAHHBIX OT BHEIIHUX Yrpo3. YTpaBJieHHE JOCTYNOM M 0e30macHOCThIO 0a3
JNaHHBIX. MeTonbl TpOoBeNeHHsS ayauTa Oe30macHOCTH 0a3  JaHHBIX.
[MpuHIMIBEl KpUnNTOorpaduu U METOI0B MHUppPOBaHUS AaHHBIX. CTaHIAPTHI U
MpoToKOJbl Oe3omacHocTH, Takux kak SSL/TLS, SSH, Kerberos u np.
Metonsl ayreHTHU(DHUKAIIMM W aBTOPU3AIMHM TOJB30BATENCH, BKIIOUYAs
UCTIOIb30BaHUE TapoJiel, CepTUPUKATOB M OHOMETPUYECKUX JaHHBIX.
MeTtobl 0OHapYKEHUS U MIPEIOTBPAILIEHUS aTaK, BKIItoUas 3aumTy oT SQL-
uabeknuii, DoS/DDoS-atrak u apyrux yrpo3 0€30MacHOCTH. MeTos
CO3MaHMS W YIPABIICHUS 3alIMIIEHHBIMU COCIUHEHUSMHU ¢ 0a30U JaHHBIX,
Bkmoyass VPN-tyaHenn wu  SSL-mmdpoBanme. Metonpl obecrieueHus
0e30macHOCTH 0a3bl JaHHBIX IPHU HUCIOJIB30BAaHUM OOJAYHBIX CEPBHCOB,
BKJTIOYAs 3aIIUTYy OT YTEUKH JAHHBIX M YIPABICHHUE JIOCTYIIOM K OOJIAYHBIM

10

1,2
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pecypcam. 3aKOHOIATENhCTBO W CTaHAAPTHI OE30MACHOCTH, TaKHE Kak
GDPR, HIPAA, PCI DSS u np.

IIpakTHyeckas padora

1. Aynur ©Oe3omacHoctu 6a3 ganHbiX. Co3maHWe W ympaBlIeHUE
3alIMIECHHBIMHA COCTUHEHUSIMHU C CEPBEPOM

12

1,2

HpOMe)KYTO‘IHaH aTrecranus

UTOro

80

Y4yeOHasi npaKkTHKA

Bunst pabort:

1. PaGora ¢ SQL u NoSQL 6a3amu 1aHHBIX:

- O6paboTKa TaHHBIX C HCIIOJIb30BAaHUEM SI3bIKA 3aIIPOCOB

- Hanmcanme xpanumeix nponeayp, GyHKIIUN U TPUTTEPOB.

- Pabota ¢ TpaH3akuusamu.

- OnTuMu3anys 3anpocoB I yJIydIIeHUs IPOU3BOAUTEILHOCTH.

2. AnMuHUCTpHUpOBaHUE 0a3 JaHHBIX:

- YcTaHOBKA M HACTPOMKA CUCTEMBI yIpaBJIeHUs 0a3aMU 1aHHBIX.

- Y1paBiieHr€ N0Jb30BaTENSIMU U ITpaBaMH JIOCTYIIA.

- Hactpolika pe3epBHOI0 KOIMPOBAHUS U BOCCTAHOBIICHHS 0a3bl JaHHBIX.
- MOHUTOpPUHT  IIPOU3BOAUTEIIBHOCTA W  HACTpPOMKa  I1apaMeTpoB
IIPOU3BOIUTEIIBHOCTH.

- OGHOBJIEHUE U JOKYMEHTHPOBAHHE.

72

1,2

IIpou3BoaCTBEeHHAS MPAKTUKA

Bunpr pabort:

1. AnMuHUCTpHpOBaHUeE 0a3 JaHHBIX:

- YcTaHOoBKa M HACTPOKKA CUCTEMBI yIIpaBieHUs 0a3aMu JTaHHBIX.

- YIpaBiieHr€ NI0JIb30BaTENSIMU U ITpaBaMH JIOCTYIIA.

- HacTpoiika pe3epBHOI0 KOIMMPOBAHUS U BOCCTAHOBJICHUS 0a3bl TaHHBIX.

- MOHUTOPUHI  TPOU3BOAMUTENBHOCTA W  HACTPOWKA  IApaMETPOB
MIPOU3BOJUTEIBHOCTH.

- OOGHOBIIEHUE U JOKYMEHTHPOBAHHE.

2. be3zomacHocTs 0a3 MaHHBIX:

- HccnenoBanue ys3BUMOCTEH M CIOCOOOB 3alIUTHI JaHHBIX (1MdpoBaHue,
pEryJsipHbIE ayAUTHI).

- HacTpoiika monutuk 6€301MacHOCTH M KOHTPOJIS TOCTYIIA.

- Peanmzanusa = MexaHu3MoB — ayTeHTHQHUKAMM M aBTOPH3ALUHU

144

1,2
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MOJIb30BaTENEN.

- IlpoBenenue oOy4yeHHs MOJIb30BaTENe MO BOmpocaM Oe30MacHOCTH
TAaHHBIX.

- OLeHKa U TECTUPOBaHUE CUCTEM Ha MPOHUKHOBEHUE (TICHTECTHI).

3. Pemenue peanbHBIX 33724 U3 obOnmacTh paboThl ¢ 0a3amMM JIaHHBIX
(omTUMM3AIUS CTPYKTYPHI 0a3bl TAHHBIX, UCTIPABIICHUE OIIHOO0K).

4. OcylIecTBICHHEe MHTPAIMHA JAHHBIX MEXIY pPa3IUYHBIMA CHCTEMaMU
ympaBieHus 6a3aMu TaHHBIX.

5. TectupoBaH#e MPOU3BOIUTEIHHOCTH M HAJICKHOCTH 0a3 JaHHBIX

9K3aMCEH M0 MOYJIIO

10

Bcero

422
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3. YCJIOBUA PEAJIM3ALINA INPOI'PAMMBbI
IMPOPECCHUOHAJIBHOI'O MOJAYJIA 1IM.01 PA3PABOTKA,
AJMUHUCTPUPOBAHMUE U 3AIIIMTA BA3 JTAHHBIX

3.1. Jlnsa peanu3zanuul MporpaMMbl Mpo(eccuOHATBHOTO MOAYIS JOJIKHBI
OBITH IPELYCMOTPEHBI CIIEAYIOIIUE CIIEHUATbHbIE TOMEIIEHUS:

JlabopaTtopuu «IIpoexktupoBanust u pa3paboTKu 0a3 JaHHBIX», OCHAIIICHHbIE
B COOTBETCTBUU C 1. 6.1.2.1. [IpuMepHO# TporpaMMBbl 10 CIENUATBHOCTH

3.2. HMudopmarimoHHoe 0OeCIIeueHUEe peaanu3aiiy mporpaMmMbl

JUia peanu3zanuyd MporpaMMbl  OUOIMOTEUHBIN (OHJ 0O0pa3oBaTENbHOM
OpraHM3ally J0JDKEH UMETh MeYaTHbIe W/MIU 3JIEKTPOHHbIE 00pa3oBaTeIbHbIC U
UHPOPMAILIMOHHBIE  PECypChl, pEKOMEHAyeMmble JUId  HUCIOJIb30BaHUA B
o0pa30BaTeIbHOM IpoLIecce.

OCHOBHbBIE HCTOYHUKMH .

1. Crpyxkun, H.II. ba3pl maHHbIX: MPOEKTUPOBAHME : YUYEOHUK IS
cpennero npodeccuonansHoro oopaszosanusi/ H. I1. Ctpyxkun, B. B. 'onun. —
Mocksa : MWsmarensctBo IOpaiit, 2026. — 477 c.— (IIpodeccrnonanbpHOe
obOpaszoBanne). — ISBN 978-5-534-11635-9. — Tekct : »nekTpoHHBIN //
OO6pazoBaTenbHas matgopma Opaiit [cailT]. —
URL.: https://urait.ru/bcode/495973 (nata obpamenus: 07.11.2022).

2. Hecrtepos, C. A. ba3bl 1aHHBIX ;| y4€OHUK U MPAKTUKYM JIJIsI CPETHETO

npodeccruonanbHoro obpaszoanusi / C. A. HectepoB. — Mocksa : M3narenbcTBo
FOpaiit, 2026. — 230 c. — (IIpodeccuonanpHoe oOpazoBanue). — ISBN 978-5-

534-11629-8. — Tekct : anmekTponHHbI // OOpa3oBarenbHas miatdopma FOpair
[caiiT]. — URL.: https://urait.ru/bcode/495981 (nata oopamenus: 07.11.2022).
3. Craceimua, B. M. ba3bl JaHHBIX: TEXHOJIOTHH JOCTyMa : y4eOHOE

nocobue s cpeaHero mnpodeccroHampHoro oOpaszoBanus / B. M. CraceiimmH,
T. JI. CraceimmnHa. — 2-e u3a., uchp. u gomn. — Mocksa : M3agatensctBo FOpaiit,
2026. — 164 c. — (IIpodeccuonanmproe oOpazoBanue). — ISBN 978-5-534-
09888-4. — Tekct : anekTponHbIi // OOpa3zoBarenbHas miatdhopma FOpaiT [caitT].
— URL.: https://urait.ru/bcode/494562 (nara oopamenus: 07.11.2022).

JlomoJTHUTEIbHbIE HCTOYHUKH:

1. Cucrema nucranimonnoro ooyuenus «SQLTest» https://rgrty.ru/sqltest/
2. MatepaktuBHbIi Kype o SQL https://sgl-academy.org/ru/trainer

3. Yopaxuenus o SQL https://www.sql-ex.ru/

20


https://urait.ru/bcode/495973
https://urait.ru/bcode/495981
https://urait.ru/bcode/494562
https://rgrty.ru/sqltest/
https://sql-academy.org/ru/trainer

4.

MOAYJIA IIM.01

AJMUHUCTPUPOBAHMUE U 3AIIIUTA BA3 JTAHHBIX

KOHTPOJIb U OHLEHKA PE3YJIIBbTATOB OCBOEHUA
IMPOPECCHUOHAJIBHOI'O

PA3PABOTKA,

KoHTposmb ® oIeHKa pe3yJabTaTOB OCBOCHUS YYCOHOW JIUCIIUTLIAHBI

OCYIICCTBJACTCA IIPCIIOAAaBATCIICM B IPOHCCCC TPOBCACHHUA IIPAKTHUYCCKUX

3aHATUA W J1abopaTOpHBIX pador,

TECTUPOBAHMUS,

a TaKXKC BbIIIOJHCHUA

00yJaIOIMMUCI UHAUBUYIBHBIX 3alaHUHN, TTPOCKTOB, HCCIICIOBAHMIA.

Kon
1K,
OK

Kpurtepun OLICHKH
(moka3zaTejii 0CBOEHHOCTH KOMIIETEHIIM)

pe3yJabrara

@®opMbI KOHTPOJISA
U METOJbI OLIEHKH

OK.01

pacro3Haer 3ajady uW/uiaM npolieMy B MpodhecCHOHATILHOM
W/WIM  COIMAIbHOM KOHTEKCTE; aHaIM3WpYyeT 3aaady H/Win
npobieMy; OmpeaessieT 3Tambl pelieHHs 3aayd; BBIIBISET U
3¢ pexTHBHO HaxoaUT HWH(OpPMAIMIO, HEOOXOIUMYIO IS
peleH s 3a1a4l W/UIH MPOOJIEMBL; COCTABIISIET IJIaH IEHCTBHUS;
OTIpeNeNisieT HEOOXOMUMBIE PECYpChl, OIICHWBAET pe3yabTaT U
MOCTIE/ICTBHS CBOMX JACUCTBUI (CAaMOCTOSATENFHO WM C TIOMOIIBIO
HAaCTaBHHKA)

OK.02

omlpeneNiAeT 3aJaud s TMOoMcKa WHGOpMAaluu; OIpenenseT
HEOOXOJMMbIE WCTOYHHKH HH(OpMAIUK;, IUIAHUPYET IPOIEeCC
MOUCKA; CTPYKTYPHUPYET MOJYYCHHYIO MH()OPMALUIO; BBIIEIIET
HauOoyiee 3HAUYMMOE B TepedyHe WH(OOpPMAIMU; OICHUBACT
MPAKTUYECKYI0 3HAUYMMOCTh PE3YJIbTaTOB TOWCKa; odopmiser
pe3yIbTaThl TOUCKA

OK.03

orpenenser aKTyaJIbHOCTb HOPMAaTHBHO-TIPABOBOM
JTOKYMEHTAIH B PO(ECCHOHATIBHOMN AeSTEIbHOCTH; IPUMEHSIET
COBPEMEHHYI0O HAY4YHYIO MNpO(ecCHOHAIBHYIO TEPMHUHOJIOTHIO;
OIpeAesieT M BBICTPAaUBAET TPACKTOPHH IPOPECCHOHATIBHOTO
Pa3BUTHS U CAaMOOOPa30BaHHUS

OK.04

OpPraHU30BBIBAET pabory KOJJIEKTUBA u KOMaH/Ibl;
B3aUMOJICHCTBYET C KOJIJIEraMH, PYKOBOJCTBOM, KJIMEHTaMU B
xoJie Mpo¢eCcCUOHaTbHON AeSITENbHOCTH

OK.05

U3JIaraeT CBOM MBICIM W O(QOpMISIeT JOKYMEHTHI  II0
npodeccuoHalbHOM TeMaTHKE Ha TOCYAapCTBEHHOM S3BIKE,
MPOSIBJISIET TOJIEPAHTHOCTH B pab0vYeM KOJIJICKTHBE

OK.06

OIMMCBHIBACT 3HAUYUMOCTH CBOCH CIICHUAaJIbHOCTHU

OK.07

COOJIOJaeT HOPMBI IKOJIOTMUECKOW 0€30IIaCHOCTH; OIpenesseT
HaNpaBJICHUs pecypcocOepekeHus B paMKax MpogecCuoHaIbHON
JESTEeNbHOCTH MO CHELUATBbHOCTH

OK.08

gepeayeT CMEHY JeSTeIIbHOCTH; BBITIOTHSIET KOMIUICKC JIeueOHOH
TUMHACTHUKH C Y4€TOM NMPO(eCcCHOHAIBHOM AeATeIbHOCTH
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KoHnTponbHbIe
paboTHI, 3a4eTHl,
KBaTU(DUKAITMOHHBIE
UCIBITaHUA, 3allUuTa
KYPCOBBIX u
JTUTUIOMHBIX
npoekToB  (pador),
yaeOHas u
MIPOU3BOJICTBEHHAS
MPaKTHKH,
HK3aMEHBI.
HNuTepnperanus
pE3yIbTaTOB
BBITIOJTHEHU S
MPAKTUIECKHIX u
J1a00paTOPHBIX
3aJaHuH, OIICHKA
pelieHus
CUTYaI[MOHHBIX
3ajad, OLICHKA
TECTOBOTO
KOHTPOJI,
pE3yIbTaToB
HaOJIIONeHNIT 3a
TS TebHOCTHIO
oOydJaromerocss B
mporecce  y4eOHO
u
MIPOU3BOACTBEHHOMN
MPAKTUKU.




OK.09

MOHUMAET OOLIMI CMBICI YETKO MPOM3HECEHHBIX BHICKA3bIBAHUI
Ha W3BECTHBIE TeMbl (TpodecCHOHANIbHBIE M  OBITOBBIC),
MOHMMAET TEKCThl Ha 0a30Bble NPO(PECCHOHATBHBIE TEMBI;
y4acTByeT B  JMaJiorax Ha  3HAaKOMble  o0mmue U
npoeCCHOHATIbHBIC TEMBbI; IHILIET MPOCTHIE CBA3HBIE COOOIIECHUS
Ha 3HAKOMBIE WJIM UHTEPECYIOIINE MPO(EeCCHOHATBHBIC TEMBI

IK
1.1

NPOEKTHUPYET KOHLENTYallbHbIe, JIOTHUECKHE U (PHU3HUUYECKUE
Mozienu 0a3bl  JaHHBIX; HOPMAJIU3YeT U  ONTUMHU3UPYET
CTPYKTYpY; HOKYMEHTUpYET cXxemy, Bkirodas ER-nuarpammel,
TaOIUITI, TIPaBa JOCTYyIA U POJIU; onpenenseT TpedoBanus K bJ]
1 00ecreunBaeT UX Pean3aluio B COOTBETCTBUU C MPEIMETHON
00J1acThIO U MIPUHIUIIAMU 0€30IaCHOCTH XPaHEHUSI JaHHBIX

[TK
1.2

paspabaTeiBacT OOBEKTHI 0a3bl JAaHHBIX HAa OCHOBE aHaJlW3a
MpeaMETHOMN oOiacru; co3maer  TaOJHIIEI, HHJCKCHI,
OTpPaHHWYCHUS, TPEJACTABICHUS, XPaHUMBIC TPOIEAYPHl U
TPUITEPHI; ONTUMUZHPYET 3aNpPOChl M PEATH3yeT MEXaHU3MBI
oOecrieueHus LIEJIOCTHOCTH, MIPOU3BOTUTECILHOCTH u
0€30IaCHOCTH JIAHHBIX

[TK
1.3

peanu3yer 0a3y pgaHHeIX B KoHkpetHoW CVYBJ[; cozmaer
TaONMUIIBI, KIIFOUM, WHACKCHI U CBS3U; pa3paldaThIBaeT XpaHUMBIE
npouenypsl, (GYHKIUUM M TPUITEPHI; YNpaBIseT JIaHHBIMU U
OINITUMU3UPYCT 3alpoOChbl I O6€CHG‘IGHI/I$I OCJI0OCTHOCTH H
MPOU3BOAUTEILHOCTH; HCIOJB3YeT peasiuuoHHble U NoSQL
TEXHOJIOTUHU B 3aBUCUMOCTHU OT 3a4a4

[TK
1.4

aJIMUHUCTpUpYET 0a3bl JaHHBIX: YCTAHABIMBACT U HACTPAUBACT
CVYDB/I; ynpaBisieT moJib30BaTeIsIMU, TPaH3aKLUUAMU U MpaBaMu
J0cTyna;  o0ecrneuymBaeT  Pe3epBHOE  KONHMPOBAaHUE U
BOCCTAaHOBJICHUE; ONITUMU3HUPYET 3aIPOCHI U CTPYKTYPY IaHHBIX;
MOHUTOPUT  HPOM3BOJUTENBHOCTH U 0€30MacHOCTh B
pensiumoHHbIX 1 NoSQL cucremax

IK
1.5

3amuiaeT HHGopMaIio B 6a3e JaHHBIX: PEaTU3yeT MEXaHU3MbI
ayTeHTU(UKAIIMKA, aBTOPHM3AIMM W  pa3TPaHHUYCHUS  IIPaB;
MPUMEHSIET METOAbl MU(POBaHMS, ayAUT W MOHUTOPHHT;
OpraHM3yeT pe3epBHOEC KONMUPOBAHWUE W  BOCCTAHOBJICHUE,
o0ecrieynBaeT 3alIMTy OT aTak M coOJofaeT TpeOOoBaHUS
CTaHIApTOB 0€30MTaCHOCTH, BKIIIOYAst 00JTAUHbIE CPEJIbI
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